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A B S T R A C T   

The economy, national safety, and health care are tremendously dependent on the faithful supply of power. The 
communication technology integration and sensors in power systems have been authorized as a smart grid (SG) 
that is revolutionizing the model of power generation, distribution, monitoring, and control. To know the Smart 
Grid compatibility, many problems are required to be directed. The safety of the smart grid is the most chal-
lenging function and very crucial difficulties. This paper proposed, a safe demand-side management machine 
deploying machine learning for the Internet of Things authorized phase is recommended. The propounded 
demand-side management (DSM) machine protects the effective energy use based on their preferences. A 
particular flexibility sample was proposed to manage incursion into the smart grid. Anelastic agent prognosti-
cates swindling companies, the ML classifiers are utilized. Promoted power management and intermediate 
control companies are recommended for processing power data to improve energy usage. The proposed project’s 
effective simulation is implemented to examine the efficiency. The outcome of the analysis discloses that the 
planned demand-side management (DSM) machine is less susceptible to the incursion and it is sufficient to 
decrease the smart grid’s energy consumption.   

1. Introduction 

In today’s internet, IoT is the upcoming stride development. Where 
nodes, communication sets the objects, or things, and computational 
abilities [1-2]. Internet of Things (IoT) gadgets can integrate seamlessly 
with the network at different stages [3]. Internet of Things (IoT) gives 
the basement for Smart City supports for instance Smart Health, Smart 
Transport, Smart Home, SG, and Smart Tracking, etc. One of IoT’s 
largest systems is the Smart Grid, which is nothing more than a regular 
grid magnified by a combination of naturally replenished renewable 
sources of power and large-scale information and communication 
technologies [4-5]. The smart devices based on IoT can be embedded 
with the SG in all key areas for example manufacturing, communica-
tions, delivery, and application [6]. The energy needs of this hundredth 
of years are increasing most rapidly because of population density 

extensions on the communities. The national economy, national secu-
rity, and the health care of communities rely tremendously upon journal 
front-end sources for reliable and flexible power supply. Regular power 
grids, which are stable and ineffective to meet the requests of the 
customer. SG is the upcoming generation of the grid. The SG can make 
the upcoming generation’s better performances of citizens and create it 
stable as SG’s customer become more spirited and participated in the 
system. By the preferences and request system forms [7]. Therefore, 
different countries have initiated accepting SG helps to improve com-
munities. The conventional network market is public and brought 
together, where the SG market is decentralized and rises above limits. 
Constant correspondence is fundamental to the SG and IoT joining can 
maintain it. 

The SG is more effective, when compared with the conventional 
griddle to production, market, exchange, distribution, and consumer 
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[8]. In the classical phase, there are fewer power plants, in the smart 
phase, there are plenty of smaller power generators. Traditional phase 
transference is dependent on the high energy connections and conduit, 
where the SG in that small scale transmission and regional distribution 
repayment, it creates the smart phase highly effective when compared to 
the conventional grid. The SG consumers are highly active and partici-
pated in the organization, which is in the form of priorities and de-
mands. The conventional grid marketing is national and centralized, 
where the smart grid market is decentralized and transcends boundaries. 
Consider there is an important framework because it includes a billion 
Sensors, Smart meters, smart devices, and more communication sys-
tems, private or public [9].To understand the SG compatibility, many 
problems necessity was considered prior it can be realized [10]. Security 
in stress issues is very serious and a great challenge to the SG [11]. The 
malicious outbreak on the grid can have a major impact on the reliability 
of the comprehensive architecture of the smart grid [12-13]. Even a 
specific SG node is acknowledged, making the whole grid is vulnerable. 
The cyber-attack causes the closing of whole grids, which can damage 
devices in offices, houses, and hospitals, and also it can paralyze the 
whole city and cause severe financial losses [14-15]. Thus, safety is 
taken as one of the most important characteristics previously using 
high-scale IoT-enabled SG. this was included but these are minimized to 
inaccurate information injection, information theft, internal attacks, 
DoS attacks, power theft, and malware. Nowadays, providing security in 
the smart phase is a sophisticated task [16-17]. Protected multi-party 
processing, cryptography, and various privacy issues have come to 
sort-out lots of safety issues [18]. However, these solutions are known 
for a common type of conflict attack, which is the lack of safety features. 
Therefore, safety challenges using ML are explored in this project on the 
IoT generated SG. This proposed article a safe and flexible DSM machine 
utilizing the IoT to tackle safety issues at SG. The propounded 
demand-side management (DSM) machine is fitted with a flexible agent 
deploying machine learning classifiers. The particular home area 
network (HAN) is structured to understand the propounded 
demand-side management (DSM) to improve power usage. 

2. Literature review 

Fatima Hussain, et al. have proposed IoT-empowered frameworks 
structure a versatile interconnected organization, where a large amount 
of information is saved. This information is typically kept in the cloud 
and it is powerless against dangers and safety penetrates, which is a 
significant study. Thus, different safety proposals are provided in the 
past. Current programs focus on communications to recognize unsafe 
communications. However, it is so hard to identify unsafe communica-
tions with multiple nodes. That is IoT-enabled SG. Sound work was 
executed in defense for the SG. So that, different drawbacks in the 
current literature have not been resolved. Machine learning is an 
important tool for gaining insights from the heavy amount of data’s 
produces internet of things (IoT) node on the internet of things (IoT) 
-enabled SG. 

Tolgasoyata, et al. was presented the conceptual mesh network of 
smart devices (called "smart boxes"), it can harvest its power from off- 
grid sources and function in two modes: In normal mode, smart boxes 
act as information collection gadgets and operate the information 
through traditional information technology supports, Also provides a 
comprehensive research map to understand the conceptual network 
such as technologies (i.e. communication, hardware), policy aspects (i.e. 
organizational and personal policy adoption). 

M. Babar, et al. have said that the composite approaches are 
completely entropy dependent, itis a qualification. Additionally, this 
hybrid approach made some use of soft computing opinions and lacked 
simulation information. Forecasting loads in the SG, different methods 
have been propounded, for example, Support-vector lag, intensive ML, 
enhanced secondary-array, error correction, and neural network. Large 
data analysis techniques for DSM have also been propounded [19]. 

I. Ahmed, et al. have proposed an approach dependent on a person 
monitoring algorithm based on ML features in an industrial environ-
ment. This executes a simple motion detection configuration through 
motion blobs and also in this calculation, rHOG Utilizes the history of 
the already filmed / bilobed population with the expected bubble po-
sition of the observer, comparing our results with five different tests 
sequences, with established mechanisms for object tracking. Addition-
ally, this proposed tracking algorithm continuously monitors the static 
person for long periods by detecting, manipulating disturbances, 
manipulating abrupt change in the environment, and compensating for 
gaps in the data associated with all frames [20]. 

Bhattarai. P., et al. have presented a large data analysis on power 
grids and a comprehensive state review of its applications. It recognizing 
challenges and chances from the application, industry, and investigation 
viewpoint and analyzes research space, and provides insights into up-
coming investigation directions to integrate large information analytics 
into energy system planning and functional structures. Complete data 
for applications seeking to use large information analytics and insights 
on how applications can improve revenue streams and giving trouble-
some innovations are explained. It also provides common guidelines for 
applications for making the correct investment in accepting large data 
analytics by revealing the interrelationships between critical infra-
structure and functions [21]. 

Xingwang Li, et al. evaluated the wireless-powered decode-and-for-
ward multilevel network’s safety and reliability. In non-power gath-
ering, IQI, and channel rating errors (CEEs) are taken into account. For 
best achievement, two relay choosing plans of actions are offered: 1) 
sub-optimal relay choice (SRS); 2) Optimal Relay selection (ORS). In 
particular, the correct analytical expressions for failure probability (OP) 
and interference probability (IP) are obtained in closed form. As for the 
IP, the signal from the eave’s trapper source can be wired or a relay is 
considered. To gain increasing in-depth insights, then we execute the 
symptom analysis and diversity orders for OP in SNR (high signal-to- 
noise ratio) regimes. 

Niklas Hossain., et al. have proposed a large information and ML 
application in the power phase developed by the upcoming generation 
power system-SG’s aspects. At the heart of this framework connectivity’s 
new phase, which is giving by IoT. This connection and constant contact 
needed in this method and also generated a large amount of information 
that required far superior methods when compared to usual methods of 
systematic investigation and decision making. The IoT-integrated SG 
network can give cost-effective well-organized load prediction and in-
formation acquisition technology. Large information analysis and ML 
methods are essential to reap these benefits. In SG’s complex integrated 
system, CS becomes an important issue; internet of things (IoT) gadgets 
and their information will become the main targets of attacks [22]. 

3. The proposed safe requirement for the smart grid is the side 
management engine 

The most significant element of the smart phase is the DSM, where 
consumers report applications on power consumption and respond to 
applications or manufacturers accordingly. Consumer needs to pass the 
real-time cost through electrical applications. Fig. 1 illustrated the 
planned safety status demand-side management (process) related to the 
SG and home area network (HAN). These home area networks (HAN) are 
integrated with SG, a subsidiary dedicated to DSM within the Smart 
Phase. These include demand response and energy proficiency, which is 
important elements in understanding the using the smart grid values 

To monitor and manage the dedicated network home’s power con-
sumption, a home area network (HAN) is utilized. Manages its visitors 
and smart devices in the smart metering environment. The home area 
network has utilization that monitors the whole system. Smart phase, 
HAN, the home area of the market, and Smart Homes are now formed. 
There are more contacts with vendors SG-HAN because the applications 
seek ways to execute demand-side programs. The safe DSM machine in 
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the SG is utilized to maintain effective usage safely, depended on pref-
erences and energy needs. High-power consuming and preferred devices 
are chosen and delivered promptly with approval within the parameters 
of specific constraints or load and cost limits. Figure-2 shows the pro-
pounded secure DSM engine’s system model. There is no proposed 
model solution commercially available. 

IoT-enabled Hans is the information source for the propounded safe 
demand-side management (DSM) machine [23]. The message recipient 
on the DSM machine receives this information, it is authorized to protect 
the message from Intrusive persons. In the smart grid, the protected data 
is processed to make decisions according to the needs and preferences of 
the consumers. The processing information outcomes are sent back to 
the home area network (HAN) for efficient resource usage. The out-
comes can also be used for the technique called trend analysis for up-
coming forecasting. 

3.1. Resilient agent 

There is a resilient agent in the planned structure to secure the grid 
from dangerous faults. In order to secure customer and vendor in-
teractions, it operates within DSMs and built-in Hans and grid and offers 
regression by detecting dangerous units as compared to cyber assaults. 

RA’s components are the Supplier Manager (PM), the Consumer Man-
ager (CM), and the Control Analyst (MA). Managers who oversee the 
protection elements of the proposed resilient PM and CM-based agency 
[24]. The PM and PM treatment for caregivers and customers while AM 
is used to use the ML measure. In the proposed resilient address, the 
Naive Bayes (NB)- ML algorithm is used to identify correspondence as 
safe or unsafe. NB is indicated that as opposed to more strategies, the 
hypothesis of actual forecasters is right, it performs superior. 

The PM is responsible for maintaining each provider’s profile. This 
may have data for instance identity, skills, and level of trust, etc. The 
Chief is responsible for maintaining each consumer’s profile. The func-
tions of CM is depended on a quality variety. The resilient agent’s 
monitoring analyzer in the proposed Demand Side Management (DSM) 
machine accepts communications without interruption. It separates 
forgery companies from contacting with the real person by categorizing 
various attacks.MA utilizing the NB machine learning method. However, 
classification and feature calibration are done before training. 

The propounded resilience agent depended on NB calculation is 
utilized to predict the safety level deploying five various classes, which 
are good secure, fully secure, fairly secure, full insecure, partially inse-
cure. Security score is calculated by using equation 1. 

Fig. 1. DSM engine position.  

Fig. 2. System model.  
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secLevel =

⎧
⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎩

Full secure, if S = 1
Good secure, if S ≥ 0.76 and S < 1
Fairly secure, if S ≥ 0.51 and S < 0.76

Partially insecure, if S ≥ 0.26 and S < 0.51
Full insecure, if S = 0 and S < 0.26

(1)  

here, Eq. (2) is used to calculate S. 

S =
1
n

∑n

k=0
Fk (2) 

The F average for overall features is calculated later in its 
application. 

3.2. Advance energy management agent 

Additionally, to the Resilient Agent, the propounded DSM machine 
gives effective key functions power management. A particular unit 
AEMA is proposed to manage power efficiency use. The major aim of this 
AEMS element proposal is to meet consumer energy needs and conserve 
power efficiency. AEMS Contribution Journal Pre-Proof Achieving 
Efficient Resource Use especially improved power usage [25]. 

AEMA constitutes two major divisions 

1. Electrical devices controlling system is helped by ZigBee sensor 
and 
2.) Light sensor exploits natural illumination helps to light control 
system. 

Power-user trusts heavily on the residential habitats functions within 
the home nature. Hence, the functions are implemented in a semi-
automatic way, initialized by the client and AEMA control. The admin 
turns off a device by using the sends control command later than the 
client has run input. Operating time is an important parameter of system 
power consumption. When changing demands from the user, In the 
control station the time is saved. Because application control is depen-
dent on client behavior, a user’s event is periodically checked. If no user 
is detected during these specific checks, all devices powered by AEMA 
can be turned off to minimize energy wastage. At the same time, the 
management station update device switched off. Simultaneously to 
identify devices for control purposes individually, every electrical 
gadget is connected in the Zig-Bee sensor way [26]. Every sensor was 
allocated is a cognition number, which permits it to distinguish itself 
from another sensor in the smart home network. In unique, usage con-
trol should not interrupt with consumer fulfillment levels. In this way, 
an event dealing with the unit is embedded in the administration station 
to give a contact between the administration station and home clients. 

Provides a control system to reduce the propounded AEMA power in 
the demand side management machine (DSM). The DSM control system 
adjusts the amount of light emitted by various smart devices on the 
home area (HAN) depended on the sunlight takeover area. The envi-
ronmental parameter is defined and recognized in the four various 
scenarios according to the sunlight angle. DSM control method com-
putes the needed light source luminosity in terms of the intensity 
received from the light sensor. The following relation is utilized to 
calculate the intensity () for the flight control system [27]. 

I0i =

⎧
⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎨

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩

φ
[

1
2
(b1 × h1) + (b2 × x)

]

± δ 0∘ ≤ θ1 < 15∘

φ
2
[(b3 × h2) + (b4 × h3)] ± δ 15∘ ≤ θ2 < 30∘

φ
[

1
2
(b6 × x) + (b5 × x)

]

± δ 30∘ ≤ θ3 < 45∘

φ
[

1
2
(b6 × x) + (b5 × x)

]

± δ 45∘ ≤ θ4 < 60∘

φx2 otherwise

(3) 

The control network is in charge of controlling the light intensity, 
taking into account environmental factors. A tuning factor has been 
generated for this intensity control. Eq. 4 is used to calculate intensity. 

φ =
FLx × LM × Rf

Γ
(4)   

Here FLx - whole luminous by a source, 
LM - lumen, 
Rf - lampshade echo constant, and 
Γ - source length. 

3.3. Interface control agent 

ICA is evident from previous tests; synchronicity is corrupted by the 
complicated wireless hardware, the performance of each other. Due to 
synchronization, ICA prefers to enhance interface power. The proposed 
ICA does not accept this function. WLAN and ZigBee, IoT based WSN are 
used in the smart home network. Such methods operate on the 2.4 GHz 
ISM band, thereby contributing to disturbance of coexistence. Thus, we 
might assume that the difference between the nodes and the Wi-Fi 
connection point most influences the intrusion (AP). Another signifi-
cant aspect to remember is that with the distance travelled to meet the 
target, the packet loss rate rises. Both these possibilities are often 
pointed to as harming the progress rate of data transmission, which in 
turn represents the efficiency deterioration of smart home appliances 
and gadgets. 

ZigBee coordinators are then formed in this system. The leadership of 
the coordinator is to reduce the result of packet failure from interference 
with co-existence and the gap between the management station and 
sensor nodes. Any space in the house and kitchen is equipped with a 
ZigBee coordinator. As physical space is an essential consideration for 
intrusion, limited interference within the same community is guaran-
teed by the required position of the ZigBee coordinator. It therefore 
decreases the number of hops between the source and the target, 
effectively reducing the loss of packets. 

Both sensor nodes in the smart home are grouped into n categories in 
view of the gap between the sensor and the Wi-Fi AP. As the current 
project assumes the coexistence of Zig-Bee WSN and WLAN in-
terruptions, the positioning of communicating WIFI AP and sensors has 
been considered. Sensors belonging to category 1 in the vicinity (G1). A 
remote threshold (d [σ1]) corresponds to the sensor in G1. The gap here 
is smaller than the threshold - d<d[σ1]. Likewise, the remaining sensor 
nodes are correspondingly clustered into G2…Gn following the raised 
distance threshold d[σ2] <d[σ3].....d[σn]. As proximity to Wi-Fi results, 
the sensors in the G1 suffered from the highest rate of interference. 
When a Zig-Bee channel is taken over by WLAN links, it typically raises 
the tendency of WLAN signals to take over nearby channels. To cope 
with the consequences of the above case, we therefore assign one 
channel to each category G. For sensors in G1, non-interconnected 
channels are allocated since they are the nearest sensors to the Wi-Fi 
AP. The channel from G2 to Gn is assigned depending on the findings 
obtained according to the MADM model. The MADM approach fulfills a 
criterion (c) in this case, which requires bandwidth, efficiency, and 
violence. 

The work on the MADM-based channel is listed below.  

I Classification and normalization of the steps into a network of 
decisions  

II Building the weighted judgement matrix  
III For the good supreme ideal and the bad ideal state, measure  
IV Calculate the division between supreme circumstances, favorable 

and negative,  
V Measure the channel ranks accessible Every measurement, the 

weight (w) is allocated as wx = cx/
∑

cx y x = 2.As a result of 
the ranking calculation, in ascending order the channels are 

S.C. Dharmadhikari et al.                                                                                                                                                                                                                     



Microprocessors and Microsystems 83 (2021) 103954

5

arranged. Closer grouping to WIFI AP which allocated to drains 
with more teams. In the end, a seamless home network ensures 
seamless communications ICS, which is equipped with multiple 
wireless techniques. 

3.4. Parameters, methods, and trade-offs DSM machine’s 

After the data and messages authorization, DSM is in charge of 
maintaining effective power use depended on energy priorities and de-
mands. Power efficiency usage is done based on the selection of tech-
niques based on the parameters, demand, and preferences that affect the 
performance of the smart grid and the trade exchange of the consumer. 
In Tabulation 1 a performance parameters list or restriction for the SG is 
narrated. 

The DSM’s final parameter is the gadget’s priorities. In Tabulation 2 
these are narrated. Which are attacking the DSM methods and inverse. 
These affecting parameters are heavily related to a greater trade-off 
conclusion. 

The techniques illustrated in Fig. 3 are utilized to attain the demand- 
side management (DSM) machine aim’s to remain consistent in amount 
and load limits. The provider’s view of the primary form of primary 
concern’s load is about secondary concern from a consumer perspective. 
D.S. These techniques of Marine are also described in Tabulation 3. 

4. Result & discussion 

In this section, a detailed study and discussion of the outcome 
attained by deploying the proposed modules are discussed. The pro-
posed reversible DSM machine’s performance is especially expressed by 
the pre-simulated system. 

Two sets of tests were performed they are  

1 Resilient machine tests utilizing Naïve Bayes algorithms including 
model training. Specific reliable and accurate databases are utilized 
to teach the model to differentiate between secure and insecure 
contact entities or things.  

2 Evaluation of the overall DSM machine’s power efficiency for a 
particular HAN different display with standard WIFI APs deploying C 
# high-level programming. On genuine databases, stream processing 
is also executed. 

Re-evaluation is executed by an engineering agent for a particular 
environment. Initially, the propounded flexibility agent was trained 
using an assortment in the (340 × 900) matrix, which is an estimate of 

900 services with 340 consumers. NB algorithms make the premise that 
in a class of one feature is nota part of another. In Fig. 4 the NB classi-
fier’s training was illustrated. 

Computing the resilient agent, the proposed classifier’s efficiency, a 
confusing matrix is used as shown in Tabulation 5. Precision is assessed 
in the condition of both accurate and insecure classes. The confusing 
matrix is preferred because it gives the best view of the classification 
model. Additionally, it is the most broadly utilized performance mea-
surement method for ML Algorithms. 

If the value of S is greater than or equal to 0.51 then less than 0.5 is 
considered safe. Considering these terms because it was taken into an 
account in the previous terms. In tabulation 6 the results of the pro-
pounded sample are shown. The details of the confusing matrix rules are 
as follows:  

• If TP is a value set classified as safe contact by the propounded 
resilient agent, which is 94% deploying the propounded sample.  

• If TN is a value set classified as safe contacts secure by the proposed 
flexibility address of 6% deploying the propounded model.  

• If FP proposed for safe contact, secure, resilient agent classified as a 
set of values, which is 7% deploying the propounded model.  

• If TN-secure communication between the agent proposed a resilient 
set of values differentiated by the secure, using the proposed model is 
93% 

The energy potential of the proposed architecture is evaluated for 
various scenarios. To compute the DSM performance, C # high-level 
programming language is utilized. A particular HAN with standard 
WIFI Aps is designed. Due to the permit of Hans to connect grid appli-
cations intelligently, HAN simulations are preferred. This is because of 
the HAN-centric access to multiple gadgets and appliances. Additionally, 
this has mechanism effectiveness for power saving. 

The two functions are performed by the client that are turned-off 
approximately and run on an Internet of Things (IoT) device for five 
hrs. and generate continuous traffic with a certain power series (1001 to 
5001 bytes). IoT sensor’s Power consumption and gadgets are computed 
by considering the customer activity as Random variables, i.e. 6 to 35 s. 
Practically, the simulation period is changed to 5 to 15 min per burner. 
Moreover, 1799 lm, 70%, 2.21, and 329 mm with LM, RF, FL, and 0 in 
various chambers. The room size is 3100 mm. When the user stays in a 
particular room for 6–12 min, it is automatically turned off and on the 
IoT in the room. 

The power utilization of IoT-enabled smart devices for instance AB-1, 
AB-2, AB3, and AB-4, in Fig. 5 (a) to Fig. 5 (d) shows the estimation by 

Fig 3. DSM Techniques.  

S.C. Dharmadhikari et al.                                                                                                                                                                                                                     



Microprocessors and Microsystems 83 (2021) 103954

6

using the proposed and conventional schemes. Accordingly Utilizing the 
DSM engine significantly reduces the power consumption of smart de-
vices. Besides, the application manages and monitors the energy con-
sumption usage of the smart device by research histories. The important 
parameters to be considered are the user’s priority and need. The pro-
posed DSM machines integrated with HAN drive devices on and off 
based on client needs and first rights for saving inappropriate energy 
usage. 

Furthermore, trends can be analyzed using information recorded in 
the DSM. Subsequently, a client can take advantage of the power of 
devices. Similarly, Fig. 6 shows the room light source’s power con-
sumption. The power consumption is decreased by utilizing the pro-
pounded approach because of an Advanced Energy Management 
managing energy-efficiency use. Furthermore, the power requirements 
of different nodes at various times. 

5. Conclusion 

Integrating communication technologies and sensors into power 
structures approved as an SG. In these stressful problems, safety is the 
most serious one, which is the greatest challenge to the SG. In this paper, 
the safe and flexible DSM machine using machine learning is recom-
mended to protect the internet of things-IoT-enabled from crucial of-
fensives. DSMs are liable for maintaining energy efficiency use 
depended on greater importance and requirements. A particular resilient 
agent model is propounded and also a particular flexibility agent model 
has been proposed to control incursions and the SG demand-side man-
agement (DSM). Resilient agent predicts fraudulent companies by uti-
lizing the machine learning classifiers. A processing module has been 
propounded in the demand side management engine to process power 
data produced by the Internet of Things (IoT)-enabled home area 
network (HAN) to improve power use. An implemented efficiency of 

Simulation is also to experiment with the proposed project’s effective-
ness. A particular home area network (HAN) is structured with standard 
Wi-Fi. The outcome of the analysis shows that the planned demand-side 
management (DSM) machine is lower susceptible to the incursion and 
may be sufficient to decrease the energy consumption of the DSM on the 
SG and associated home area network (HAN) gadgets. 
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