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Abstract

Biomedical databases or repositories have scientific information that is evidence based
and protecting such documents from tampering or non-repudiation is very significant.
The traditional techniques for the same have limitations in the distributed environments.
Scientific contributions are to be safeguarded and it is one of the challenging problems.
Blockchain is the promising technology that can support distributed ledger of transactions
and thus it is found suitable for protecting biomedical repositories. As blockchain is a
proven technology associated with crypto-currency known as Bitcoin in finance domain,
it has plenty of opportunities in other domains. In this paper, a framework that is based
on blockchain technology (BCT) for protection of biomedical databases with integrity and
non-repudiation is presented. The framework will have underlying mechanisms to exploit
blockchain to have a protection service and smart contracts to be more flexible and dynamic
to adapt new requirements from time to time. The framework is domain specific but can pave
way for motivation for adapting it to new domains as well.

Subject Classification: 68M25.

Keywords: Blockchain technology, Bitcoin, Smart contracts, Biomedical databases, Document
protection service, Non-repudiation.

1. Introduction

Blockchain technology is well known for its association with crypto
currency like Bitcoin in financial domain. It could be used to have a
distributed ledger of all transactions which is decentralized and made
accessible to all users. Thus users of Bitcoin gain secure services. A Bitcoin
cannot be used second time. Any integrity issue can be identified quickly
due to the consensus mechanism and mining feature with incentives to
users. Blockchain technology (BCT) became popular with Bitcoin. However,
the concept of decentralized and distributed ledger of transactions is
not tied with any domain. Therefore, as studied in [2], [6], [9] and [10],
it is possible to use distributed ledger technology in different domains.
Many researchers contributed towards usage of BCT in medical domain.
Especially efforts were made to apply BCT to biomedical databases in the
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real world. As investigated in [10] BCT is used for secure data sharing in
healthcare domain. Associated with healthcare domain is the biomedical
databases such as PubMed. These databases contain evidence based peer
reviewed scientific articles whose integrity is to be given highest priority.
In this context, there are possibilities of misusing retrieved biomedical
documents. The misuse may be in the form of reproducing the content
differently and using it, making changes in the authorship and so on.
Non-repudiation is another issue along with data integrity of retrieved
documents. To overcome the issues aforementioned, the research presented
in [16] provided a base level solution. However, it is not adequate to have
a more comprehensive framework that ensures protection of biomedical
documents from integrity and non-repudiation issues besides having
flexible and dynamic smart contracts. The contributions in this paper are
as follows.

i. A framework named Biomedical Document Protection System
(BDPS) is designed to have an application based on BCT to protect
biomedical documents.

ii. Analgorithm known as BCT based Biomedical Document Protection
(BCT-BDP) for safeguarding biomedical documents in terms of
integrity and non-repudiation is proposed.

The remainder of the paper is structured as follows. Section 2 reviews
literature on BCT in current applications and issues. Section 3 presents
the proposed biomedical document protection system. Section 4 provides
implementation details. Section 5 concludes the paper and provides scope
of future work.

2. Related Work

This section provides review of BCT security of biomedical
databases. Dai et al. [1] used MultiChain platform for implementation of a
private block chain. They integrated it with a research oriented platform.
They used Python language for making an administration page using
Docker with a micro service to monitor the performance of blockchain
implementation. For data acquisition, they integrated another platform
known as TrialChain. Zhang et al. [2] presented an Al platform named
Genie for secure training of medical data. It used Software Guarded
Extensions (SGX) and blockchain for securing source codes. Tamazirt et
al. [3] focused on the problem of depending on third parties with a novel
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approach with security and management strategy besides integration
of blockchain. It offers a solution to problems in healthcare domain. It
also helps professionals to share medical document securely. Choudhury
et al. [4] investigated on a data management framework with blockchain
containing private channels and smart contracts for secure and confidential
communications. However, their work lacks regulatory services. Azencott
[5] studied on the privacy breaches and how they occur in information
systems. They considered different ethical and legal perspectives in
the research associated with data protection frameworks. Siyal et al. [6]
emphasized the importance of blockchain in the contemporary era and
explored the range of applications it offers in every conceivable domain.
They also opined that cyber security can be leveraged with blockchain
technology. Kin and Lee [7] said that blockchain is suitable for healthcare
applications as they have confidential data. Liu et al. [8] proposed a system
known as BPDS for secure sharing of Electronic Medical Records (EMRs)
with privacy preserved. When EMRs are stored, they are secured and index
is used to have access. At the same time blockchain is used to have tamper-
proof security to transactions. As the medical data leakage is expensive
and should not occur in the first place, their method provides required
privacy and security. Thus secure data sharing is accomplished with the
help of privacy mechanisms and smart contracts. They also integrated it
with access control mechanism which is based on CPABE. Clauson et al.
[9] reviewed most relevant literature to understand solutions in the real
world catering to different fields including healthcare and its supply chain.
They found critical challenges in data integrity and suggested blockchain
for data integrity. Ito et al. [11] threw light on challenges associated with
blockchain based solutions in healthcare industry. They proposed a user-
centric framework named i-Blockchain for controlled usage of healthcare
data with different applications. Kleinaki et al. [12] explored a notarization
service for protecting data in biomedical domain. Their service could
verify the data retrieval as every transaction is recorded with blockchain
repository. Every query for biomedical data is recorded and thus it ensures
non-repudiation and confidentiality. Different advantages and challenges
of using blockchain in healthcare are explored in [14], [15] and [16].
From the review of literature, it is understood that the usage of BCT for
protecting biomedical databases in terms of integrity and non-repudiation
is inadequate and needs further research for a comprehensive framework
to safeguard such valuable databases.
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3. Proposed Framework
3.1 Problem Definition

Biomedical databases like PubMed have millions of evidence
based research documents that have been peer reviewed. The rich set of
documents is being used by users across the globe. However, the data in
biomedical domain is scientific in nature and sensitive to unauthorized
changes. The documents retrieved by querying databases should never
be modified and reproduced in the public domain. This kind of practice
causes potential risk to human kind especially scientific community in
one way or other. Different kinds of misuse of the medical documents
are possible. Therefore, data integrity of retrieved documents and non-
repudiation are very important to protect the sanctity of biomedical
repositories across the globe. Therefore, the challenging problem is to
have a technology driven solution to protect biomedical documents with
data integrity and non-repudiation.

3.2 The Framework

A framework is proposed to have a BCT based solution to achieve
data integrity of retrieved biomedical documents and non-repudiation.
Besides, it will have smart contracts to be flexible and dynamic to the
needs of the system. It is named as Biomedical Document Protection
System (BDPS). Biomedical databases are queries by either user directly

Blockchain
Smart Ccntracts

Queries and
Metadata

block block

Fig.1
Overview of the proposed framework (BDPS)
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or programs in Machine-to-Machine (M2M) distributed environments.
It is most likely that both kinds of interface are provided by biomedical
databases like PubMed.

In the existing approach, the users can access biomedical documents.
Afterwards, there is no mechanism to track and find whether those
documents are subjected to changes causing data integrity issues and
also non-repudiation. These problems are overcome with the proposed
framework. The overview of the same is provided in Fig. 1. When a query
is made to biomedical database for which this framework is integrated,
the queries and the responses to queries are securely maintained with
document protection mechanism. Smart contracts can help in this regard
to meet the security requirements. The smart contracts, user queries and
metadata are maintained in a repository. This repository is exploited
by the proposed query notary service. Every transaction is subjected to
security primitives and they are maintained using BCT. Thus a distributed
ledger of query based transactions is maintained in decentralized fashion.
This ledger is accessible to all users of the biomedical databases. Then
all users will be able to mine and gain consensus related to integrity and
non-repudiation. Therefore, it will create very reliable and dependable
environment where all stakeholders of biomedical databases can have their
role to play in a secure fashion. With this framework it is possible to achieve
the aim of this research for protection of biomedical databases with data
integrity of retrieved articles and non-repudiation. This framework has
good prospects which has impact on academia and scientific community
in successful usage of BCT for different domains other than finance. It
will have impact on enterprises of different domains to safeguard their
data and transactions if this framework is employed to their domains. It
will have huge impact on the users of biomedical databases and providers
of the same as there will be data integrity and non-repudiation. It helps
healthcare domains to adapt and safeguard sensitive data from being
misused. It also provides ideas to have security solutions to banking and
insurance domains. This kind of service may also help government sector
in future.

4. Implementation Details

In Implementation of the proposed framework has many important
components. They include BCT, query service and document protection
service (in terms of non-repudiation and integrity with respect to evidence
retrieval).
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Fig. 2
Blockchain technology usage

4.1 Blockchain Technology Usage

Blockchain technology when employed for protecting biomedical
documents, the typical technological solution appears as shown in Figure
2. It is adapted from [13] which is the underlying mechanism in the
proposed framework as far as BCT usage is concerned. There are different
blockchain platforms for application development. They include IOTA,
Chain, IBM Bluemix Blockchain, Open Chain, HydraChain, Multichain,
Hyperledger and Ethereum. All of them can be used to develop an
application with typical scenarios. For protecting biomedical databases,
the proposed system is realized with the Ethereum platform and solidarity
language.

4.2 Document Protection Service

This service is crucial in the proposed framework. Its purpose is to
ensure integrity and non-repudiation pertaining to biomedical database
evidence retrieval. A wrapper is built to a conventional database to
exploit BCT. This service is meant for recording all transactions in such a
way that they follow the procedure illustrated in Figure 2. It tracks data
consumers and their activities to have evidence retrieval which leads to
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biomedical document integrity and non-repudiation. It provides proof
of data retrieval which is irrevocable in nature. This will prevent users
from intentionally repudiating a past transaction. This service is part of
the framework shown in Figure 1. The contract service of the BCT enables
realization of this service. The database model is supported with NoSQL,
Resource Description Framework (RDF) and also conventional structured
databases like MY SQL.

4.3 Layers of the Prototype

The service aforementioned is realized with a prototype containing
three layers. They are known as front end layer, interface (to communicate
with biomedical databases) layer and contract layer. The front end layer
provides interaction between user and application or application to
application in M2M scenarios. The interface layer helps the front end to
interact with the biomedical databases. The contract layer plays crucial
role in realizing document protection service. It is the layer with provision
to collate a query transaction and its results tied to the consumer. Thus
contracts are managed with data meta data which helps in proving
evidence of retrieval and repudiation attempts if any.

4.4 Realization of Service with Solidity Language in Ethereum Platform

Solidity is a high level language which is contract-oriented and
suitable for realizing BCT. It can be used to adapt BCT for any domain
specific needs. The document protection service written in Solidity
language is shown in Listing-1.

pragma solidity ~0.4.18
contract Document_Protection_Service {
/ /initialization of values needed for creation of contract
function getHashValue() view public returns(byte32) {
//code
}
function getTimeStamp() view public returns(byte32) {
//code
}
}

Listing 1: Shows outline of the service contract (part of BCT-BDP
algorithm)
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The document protection service is realized with the solidity script
in Listing 1 and along with other scripts. Ethereum BCT infrastructure is
used to realize the complete framework. The details of prototype execution
and results evaluation are deferred to next research paper. Therefore, the
results and evaluation are not in the scope of this paper. Smart contracts
are defined using Solidity language. NoSQL database such as MongoDB
is used for storing contracts and the metadata. Front end is a web based
tool that provides required interface to users. It is made up of Hypertext
Mark-up Language (HTML), Cascading Style Sheets (CSS), JavaScript and
Asynchronous JavaScript and XML (AJAX) to be rich in user experience.
The frontend interacts with PubMed MEDLINE (biomedical database).
When a new query is made by user, the document protection service
with exploit the smart contract to ensure that the transaction is associated
with BCT and a distributed ledger of the transactions is maintained for
evidence retrieval leveraging integrity and non-repudiation.

5. Conclusion and Future Work

In this paper, a framework named BDPS is proposed based on
BCT. It has an underlying service that protects biomedical documents
from integrity issues and ensures non-repudiation. The service is meant
for evidence retrieval which is essential in the healthcare industry. The
proposed framework is realized with Ethereum BCT platform with
Solidity language. Every transaction of the users is associated with
blockchain which provides distributed ledger and every transaction can
be verified by public. Thus it does not allow repudiation and denial of any
past transactions by users or data consumers. The framework is realized
with three layers known as front end layer, interface layer and contract
layer. The first layer provides user to application interface or application to
application interface. The second layer provides interacting with PubMed
MEDLINE (biomedical database). The third layer is related to smart
contracts that are actually used to realize the proposed service. Details of
experiments and the results evaluation are not in the scope of this paper.
They are deferred for future work that focuses on the evaluation of the
framework with the prototype implemented.
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