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5.1 Introduction 

The concept of smart homes is gaining popularity in cities, as it 
provides smart access to the infrastructure of homes and it can be 
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controlled from a smart hand-held device from a remote place. Smart 
homes can help the owners and residents of a house to have acces-
sibility to their homes and can control bulbs, doors, and other 
electronic devices from a distant place. It is possible to have smart 
cities as well due to the emergence of technologies like cloud com-
puting, Internet of Things, and distributed technologies. The 
problem with existing smart home systems, as explored in [1–5], is 
that end-to-end security may be at stake in certain cases where 
security loopholes are exploited by adversaries. When security is 
compromised, it can cause many issues, as unauthorized people can 
enter into the home and do unexpected things. Therefore, there is 
a need for more security in smart homes. 

IoT-integrated smart applications like smart homes create security 
and privacy challenges. They are as follows. Scalability is the main 
problem, as the current centralized IoT platforms have message- 
routing mechanisms that create bottlenecks in scaling up to a large 
number of devices used in IoT. There is the security problem that a 
huge number of devices are participating to generate data and such a 
setup may be subjected to distributed denial of service (DDoS) at-
tacks. Lack of data standards is another cause of concern as it leads to 
challenges and interoperability problems. As IoT-integrated solu-
tions are associated with a huge number of devices, cost is another 
important concern. The integration with a centralized cloud may 
prove to be a bottleneck in the case of any disruption of services from 
the cloud for any reason. 

This is the rationale behind taking up this work, which is aimed at 
designing and implementing a smart home with IoT and cloud inte-
gration, besides the use of blockchain technology that provides end-to- 
end security. Blockchain, as explored in [6], is a technology that refers 
to a distributed ledger of transactions and peer-to-peer communication 
among participating nodes that meet security needs and address 
security challenges thrown by IoT-integrated smart applications. In 
the blockchain network, each participant is granted access to an up-to- 
date copy of the encrypted ledger so as to help the node to have read/ 
write and validate transactions. Though blockchain is initially used 
in the financial domain, it is now gaining popularity and acceptance 
for end-to-end security in IoT-integrated smart applications. The 
vision of decentralized IoT is realized with blockchain technology. 

54 BLOCKCHAIN TECHNOLOGY FOR IOT AND WIRELESS COMMUNICATIONS 



It facilitates end-to-end secure transactions among the participating 
devices and coordination among them. 

In this context, IoT and blockchain technology offer a promising 
solution to a smart home system, as the system can provide end-to- 
end security and overcome the problems aforementioned. The usage 
of an open-standard distributed IoT solution can solve many prob-
lems that are associated with centralized approaches. As the block-
chain technology is nothing but a distributed ledger of transactions, 
it offers direct communication to connected devices. Such devices 
collect data, and that can be accessed by all legitimate participants. 
Thus, decentralized blockchain networks can provide improved 
security of IoT-based solutions. Blockchain technology ensures end- 
to-end security by executing predefined smart contracts and taking 
care of specific consensus mechanisms that identify actions of com-
promised devices. In essence, the blockchain-enabled IoT-integrated 
smart home system can secure devices and data collected by them. 
It is possible as all facility management suppliers participate in a 
private blockchain in a distributed environment to provide timely 
service and automate the activities related to security. 

5.2 Related Work 

This section provides review of literature on the related topics of 
the proposed work. In the literature, it is found that the smart homes 
concept has been around for some years. However, there lacks an 
end-to-end security guarantee due to the number of connected 
devices and diversified technologies that form IoT and lack of 
standardization. Smart home literature found in [1,2], [6–10] reveals 
this fact. Since the smart home concept is realized based on IoT 
technology, it is important to ensure that there is end-to-end secu-
rity. The IoT integration with smart homes and other use cases 
is found in [3], [11–15]. It is also true that blockchain in the 
technology is in the distributed environment, and it can be easily 
integrated with IoT, as studied in [4], [16–20]. The blockchain 
technology that provides a distributed ledger of transactions is suit-
able for helping IoT devices to achieve security benefits, as discussed 
in [5,21], and [22]. The integration of an IoT smart home with 
blockchain provides an end-to-end security guarantee, and the smart 
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home product that serves this privacy and security purpose is a 
need of society. 

As explored in [1,2], [6–10], the smart home concept is not yet 
integrated with the sophisticated security infrastructure of blockchain 
technology. This is the reason, in the area of smart homes and smart 
IoT applications, of the need for an end-to-end security guarantee 
that can be provided by blockchain as per its claims. It is therefore 
essential to investigate the need for blockchain technology integra-
tion with IoT-enabled smart homes. The most relevant references 
found in the literature on the security issues of smart homes with 
present schemes are [1,2], [6–10]. They reveal the fact that security 
to smart homes is very important as loopholes in security can cause 
many issues. The emergence of blockchain technology provides a 
distributed ledger of transactions that is accessible to IoT devices or 
connected devices that participate in smart home IoT applications. 
There is a need for integration of blockchain technology with IoT- 
enabled connected devices of smart homes to ensure that both devices 
and the data collected by them are secured against privacy and 
security attacks. 

5.3 Security Challenges 

Smart homes with IoT and cloud integration have many security 
challenges and scalability issues. The reason behind security issues 
is that the environment is distributed in nature and thousands of 
devices may participate in the network. When any device is com-
promised or when security credentials are stolen, the whole system 
will be exposed to security risks. The existing solutions to the 
problem of security in smart homes are not scalable, and they do have 
loopholes like lack of standards and are prone to DDoS attacks and 
other attacks. They are not able to provide end-to-end solutions to 
the transactions in IoT-enabled smart homes. There is a need for 
end-to-end security in such systems. The aim of this chapter is to 
design and implement an IoT-enabled smart home system with 
blockchain technology for end-to-end security, irrespective of the 
make and platform of applications and devices that participate in 
distributed computing. Since blockchain is the distributed ledger 
of transactions that is accessible to all legitimate devices, it can help 
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devices to be smart enough to prevent any security attacks. In other 
words, the smart home, with all its participating devices and data, is 
protected with blockchain technology integration. 

5.4 Methodology 

The methodology used in this chapter is described here. The 
research starts with review of literature to know the insights re- 
quired to design and implement the proposed work (Figure 5.1). 

In the analysis and design phase, the researcher will identify more 
accurate requirements and finalize them. Then the researcher designs 
the system. Afterwards, the design is converted into a working 
solution with a prototype application. Once a smart home prototype 
is built with IoT and cloud integration, it will be integrated with 
blockchian technology. After integrating with blockchain, the system 
is evaluated for end-to-end security and intended communications. 
The evaluation mainly focuses on device security and data security. 
Once the effectiveness of the blockchain with respect to end-to-end 
security is proved, the prototype is converted into an out-of-the-box 
commercial solution. 

As shown in Figure 5.2, it is evident that the smart home devices 
and gateway of smart home are integrated with IoT and cloud 
platform using MQTT protocol. In turn, it is integrated with 
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Figure 5.1 Conceptual design of the proposed research.    
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blockchain technology using REST technology, which is inter-
operable in nature. The blockchain technology is equipped with a 
distributed ledger of transactions that is the important means of 
achieving end-to-end technology. 

As shown in Figure 5.3, the blockchain technology has many 
components like Contracts API, Certificates API, Blockchain API, 
and Chaincode Registry. The security business logic is encapsulated 
in smart contracts. Such contracts are built using contracts API. 

Distributed 
Ledger of

Transactions

MQTT

Blockchain Technology

Internet of Things and Cloud Platform

Smart Home Devices and Gateway

Figure 5.2 Outline of the proposed methodology.    

Client Applications

Contracts API Certificates API Blockchain API

Chaincode Registry

Chaincode (Smart Contracts)

Figure 5.3 Blockchain technology components.    
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Blockchain API is the client API invoked by blockchain applications. 
Certificates API are used in the security process. 

As shown in Figure 5.4, it is evident that the proposed system has 
integration with IoT, cloud, and blockchain technology. The smart 
home has plenty of electronic devices with sensors that are integrated 
with the IoT platform. The data collected by devices are sent to cloud 
storage. Such data are subjected to big data analytics to have essential 
business intelligence related to the usage of various resources at home 
and the behaviour of housemates. This business intelligence can help 
in making well-informed decisions. The devices participating in the 
computing are integrated with blockchain technology that enables 
storage of transactions in a distributed ledger. This ledger is made 
available to all participating devices so as to let them quickly validate 
transactions and identify compromised nodes, if any. The end-to-end 
security in the smart home is thus made possible. 
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Figure 5.4 The proposed system with smart home system integrated with IoT, cloud, and 
blockchain technology.    
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5.5 Experimental Results 

This section presents the experimental results of the proposed system 
with partial implementation. It measures the time taken for a new 
block creation in a distributed ledger and also the time taken to 
retrieve required data. 

As presented in Figure 5.5, the experiments are made with block 
sizes 10, 20, and 30. Each time, the latency is observed. The latency 
for creation of a new block in the distributed ledger has its impact 
on the block size (Figure 5.6). 

As presented in Figure 5.5, the experiments are made with block 
sizes 10, 20 and 30. Each time, the latency is observed. The latency 
for data retrieval from the distributed ledger has its impact on the 
block size. 

5.6 Conclusion and Future Work 

The main focus of this chapter is to design and implement an 
IoT- and cloud-enabled smart home system with blockchain 
technology for end-to-end security, besides bestowing benefits of 
smart home. Blockchain technology ensures that all participating 
devices in the distributed system can gain access to distributed 

Figure 5.5 Shows performance of the system to create a new block in terms of latency.    
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ledger of transactions and quickly update and validate the trans-
actions. In the process, they can easily detect compromised nodes. 
In this chapter, we proposed a methodology for smart home and 
blockchain integration for a higher level of security. The IoT- 
based smart home–related transactions are saved to a cloud-based 
distributed ledger in blockchain. The system has a provision to 
create a hash and encrypt the transactions prior to sending to the 
blockchain. An empirical study is made to have partial realization 
of the proposed system. The results revealed that the transactions 
in a smart home environment are immutable, and they have 
inherent security of blockchain. The latency for new transactions 
and data retrieval is observed. In the future, we intend to provide 
more implementation details and experimental results with 
improvements in the scope of this work. 
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