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Abstract
Advancements in the Internet of things (IoT) make a way for medical devices to coordinate 
in an environment that is the Internet of Medical Things (IoMT). In IoMT, some dedi-
cated health monitoring devices are coordinated in an environment to accomplish a speci-
fied task. In this sector, patient information is periodically collected for early diagnosis of 
diseases. Various wearable sensors have been developed for smart sensing in the IoMT 
meanwhile, the sensed data are forwarded to the smart data collecting devices. Besides 
the advantages of remote monitoring and lower healthcare cost in IoT-based health moni-
toring systems, intrusion can occur during data transmission. Moreover, the large energy 
consumption of devices will result in higher system costs. An energy-efficient data rout-
ing protocol is developed in this area to cater to these issues. A swarm intelligence based 
approach is one of the most prominent methods for energy efficient routing of the data in 
IoT. The major goal of this paper is to provide deep insight into the lightweight, secure 
energy efficient routing protocol in IoMT. Furthermore, the limitations of existing method-
ologies are outlined.

Keywords Internet of Things (IoT) · Internet of Medical Things (IoMT) · Routing 
protocol · Security protocol · Cloud · Wireless Body Area Network (WBAN) · Sensors · 
Energy-efficient · Authentication · Swarm intelligence · Lightweight

1 Introduction

The Internet of Things (IoT) is the collection of things connected through the Internet to 
interact with each other without human intervention. IoT allows the interactions among 
devices and humans and other devices to communicate each other [1]. The IoT is consid-
ered the main part of the future development of the Internet, and it comprises billions of 
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intelligent things for communication. The IoT is emerging as a future technology for many 
applications like industry, medical, business, transportation, mobility, energy, smart city 
etc. [2]. The development of node-to-node communication with advanced service automa-
tion has reduced the human intervention. Escalation of artificial intelligence (AI) and intel-
ligent communication protocols enhance the management and optimization of industrial 
process. Recent years, the IoT has integrated in several domain for control management 
[3–7]. The enormous features of IoT make way for healthcare applications referred to as 
the Internet of Medical Things (IoMT). In medical applications, the medical devices are 
interconnected in a network to take control measures. The IoMT plays a vital role in medi-
cal applications owing to its higher accuracy, reliability and smart communication. The 
e-health IoMT has taken remarkable growth in recent years to support healthy lifestyle [8]. 
The advancement of the smart sensor, smart device, and lightweight authentication proto-
cols improves the possibility of connecting medical things in a network. In IoMT, smart 
devices monitor the patients’ biomedical signals without human intervention.

In contrast, conventional healthcare technology uses human management for data col-
lection of the patient case history, medication, drug intake and demographic data etc. [9]. 
The manual data collection has caused several errors and has led to several errors in the 
system. However, IoMT eliminates the errors which are made by human that leads to the 
wrong treatment for the patient. Due to the mobility of the users in IoMT, the topology 
often changes [10]. The continuous development of electronic devices, communication 
technology, and sensor technology develop wearable devices for smart monitoring [11]. 
The wearable sensors are placed in the human body for continuously monitoring the body 
conditions in real-time, in which the sensed data are shared with the computer and mobile 
gateway. Information from the computer is forwarded to the hospital for further controlling 
actions. In recent years, the methods were developed for optimum placement of sensors in 
the human body [12].

IoMT is a boon technology for patients who cannot visit the hospital [13]. The doctors 
can easily monitor home treated patients and enable the best treatment for the patient with-
out time delay. Many security issues are rising in the IoMT applications threatening patient 
information and health. The solutions to security issues in IoMT are classified as crypto-
graphic and non-cryptographic [14, 15]. The emergence of IoMT provides positive changes 
in healthcare in terms of disease management, diagnosis of disease, improved treatment, 
reduced healthcare cost, and high security [16]. The security risk in IoMT devices has 
increased due to the lack of user awareness and attacker intrusion [17]. So it is important 
to ensure the security of the patient information and the devices used in the IoMT. Secure 
patient information without compromising device security is challenging in IoMT [18]. It 
is tedious task to ensure the privacy and security concerns by alleviating the security issues 
in IoMT [19]. However, it is necessary to have a simple solution for the security and pri-
vacy in IoMT that are ensured by energy efficient protocols. The papers reviewed in this 
survey are distributed in Fig. 1.

1.1  Problem formulation and review objective

The swarm intelligence based algorithms are comes under metaheuristic algorithms, 
which are inspired by the behaviour of social species. The SI based algorithms are exe-
cuted through the exploration and exploitation phases. In the exploration, the optimum 
solution is randomly searched and the exploitation phase has searched the best solution 
based on the learned skills. The swarm intelligent based approaches are expandable for 
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different applications owing to its decision making ability. However, the heterogeneity 
may be occurs in the system due to the varying decision making ability of the individu-
als. Moreover, the goal of the algorithm cannot be predicted by examining the individuals. 
Hence, small varying rules can resulting variations in the system behaviour. Owing to these 
factors, deep analysis have to be made on the swarm intelligence based routing protocols 
in the IoMT. Several authors have investigated the development of energy aware secure 
routing protocol in the IoT. The devices connected to IoT have their own identity to col-
lect data from different regions. The exponential growth of IoT has brought several control 
approaches to have energy efficient and secure routing protocols. As in the case of IoMT, 
data routing has played an important role because it has dealt with human lives. The neces-
sity of IoMT is increasing in every phase of the ordinary, especially during the COVID-19 
pandemic. As per the current situation, the secure lightweight and energy aware routing 
protocol in IoMT is an emerging topic. It is risky to maintain secure routing under different 
attacks in the network. Thus several researches have been made to overcome the drawbacks 
of data sharing in IoMT. Although numerous reviews have been done on the routing of 
IoT, only limited surveys are made in the routing protocols of IoMT. The previous survey 
papers highlight the swarm-based routing protocols and the routing protocols in IoT. But 
this survey has only provided a deep analysis of the IoMT. This review’s major novelty 
and contribution is to provide deep insight into the security, lightweight, energy aware and 
swarm based protocols in the IoMT. Here, novelty is added regarding reviewed methodolo-
gies from conventional models to advanced methodologies. This review aims to examine 
the drawbacks of the existing routing protocols and provide a better solution towards an 
efficient routing strategy with limited energy consumption.

1.2  Contribution of the work

The risk of attackers in the IoMT may threaten the data of patient information like 
name, id, health status, and medicines. On the other hand, a wide variety of devices in 
IoMT makes the process complicated. One of the major issue in the routing protocol 

Development of Routing Protocols in IoMT

Light weight ptotocol Swarm based protocol

Energy efficient protocol Secure protocol

Fig. 1  Reviewed papers
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is the heterogeneity of devices, frequency breaks in the links and higher bit error rate. 
Effective routing protocols overcome the security and data transmission issues in IoMT 
devices. The swarm intelligence based routing protocols are more efficient for dynamic 
problems; thus, those methods can provide an efficient solution in the routing process. 
An efficient routing protocol can improve the performance and widen the applications 
of IoMT. Hence, the systematic review is required in this sector to direct the future 
researchers to innovate new systems. Previous surveys were focused on the efficient 
routing protocols in IoT and only limited papers are discussed the routing protocols in 
IoMT. However, those papers are failed to review recent developments in the routing 
protocols. Hence, this paper is intended to review an efficient routing protocols in the 
IoMT. The major contribution of this paper is listed as follows,

• To examine the different attacks and security challenges in the IoMT.
• To provide an insight into the secure energy efficient lightweight routing protocols in 

IoMT.
• Discuss existing works’ limitations and provide a solution to overcome those draw-

backs.

This paper does a comprehensive review for the IoMT system, security issues, rout-
ing protocols and future scope sequentially. In this paper, section-2 elaborates the 
review methodology including research queries, searching strategy, inclusion and exclu-
sion of papers. The background of IoT and IoMT with the attacks including malware 
attack and denial of services are discussed in section-3. The development of different 
routing protocols including light weight, energy efficient, swarm intelligence based are 
discussed under section-4. Conclusion of the reviewed methods based on the perfor-
mance evaluation and the future scope are provided in section-5. The paper organization 
is shown in Fig. 2.

Fig. 2  Organization of the paper
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2  Review methodology

In this section, the research questions to be answered are given. The systematic review is 
helpful for literature reviewing of papers. The systematic review has three important stages 
such as planning, conducting and reporting. The pictorial representation of review method-
ology is shown in Fig. 3.

In the first stage, the research queries are framed and the responses for these queries 
must be presented in the document.

2.1  Stage 1: Research queries

Major aim of this review is to answer the following research queries,

• What is the mean by IoT and IoMT ?
• What are the security issues in IoMT ?
• What are requirements for IoMT ?
• How does the routing will affect the data transmission in IoMT?
• What are the recent methods for data transmission in IoMT ?
• How to evaluate the performance efficacy of routing protocols in IoMT ?

2.2  Stage 2: Searching strategy

The searching strategy must be respond to the research queries and other gaols of the 
paper. The schematic view of searching strategy is shown in Fig.  4. In word-based 
searching strategy, the papers are gathered by applying the words related to the domain 

Fig. 3  Systematic review

Fig. 4  Searching strategy
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and the exploration is done by inbuilt sources. Some of the words related to this 
domain are listed below,

• Security in IoT and IoMT
• IoT based health monitoring
• Routing protocol in IoMT
• Internet of Health Things (IoHT)
• Data transmission in IoMT

In creeping based search strategy, the exploration is carried out based on the previ-
ous literatures done in the same domain. At last, the inclusion and exclusion are car-
ried out based on the similarity of the paper domain. The rules in inclusion and exclu-
sions are listed below,

1. Inclusion rules

• Include the literatures in between 2019 to 2023
• Include the literatures for routing protocols only in IoMT
• Include the literatures in the English language

2. Exclusion rules

• Exclude the literatures for routing protocols in IoT
• Exclude the papers having unclear information about the publications

3  Background of IoT and IoMT

The Internet of Things (IoT) is the collection of a wide variety of things connected in 
a wireless network to interact with each other. The IoT leads a major role in upgrad-
ing the hospital to a smart level. The mixture of medical devices with the IoT, called 
IoMT, enabled cost effective medical solutions for patients. Wearable sensors play a 
vital role in the IoMT approach. However, tiny physiological sensors are connected to 
the body area network (BAN) to monitor health. This method is enabled by the wire-
less technology called Wireless Body Area Network (WBAN). The schematic diagram 
of IoMT is shown in Fig. 5.

The sensors in WBAN can do the same process as the sensors done in the WSN 
[20]. The escalating connectivity between remote devices has increased the telemedi-
cine sector. Telemedicine is a way of healing diseases over a distance that uses infor-
mation and communication technology to diagnose the disease. Telehealth comprises 
remote clinical services for monitoring and diagnosis. The teleconsultation or the 
telemonitoring system uses audio and video interactions [21] between the patient and 
doctors.
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3.1  Security issues in IoMT

One of the major objectives of this review is to examine different attacks in the IoMT. 
Some of the most common attacks are listed below,

• Denial of service (DOS): It will destroy the availability of devices in the network, 
and the attackers can access these devices without user permission.

• Replay attack: In this attack, the data will be resented due to the fraud delay when 
the attacker eavesdrops on a secure network.

• Tampering devices: The attacker can tamper with the devices to stop their reliable 
operation, and this can cause wrong data sharing.

• Tracking of sensor identity: The GPS device is attached to the patient’s equipment 
to track their location; this could be traced by the attackers. This may threaten the 
patient’s security.

• Side channel: In this case, the attacker takes the benefits of data leakage to get the 
patient’s personal information.

• Malware attack: This attack may seriously threaten the integrity and confidentiality 
of the data.

3.2  Requirements of IoMT

Sensors in IoMT deal with sensitive information about the patient’s health condition. 
Hence, a minute error in the IoMT destroys the patient’s life, so several requirements 
are needed for the sensors in IoMT for effective health monitoring and data transfers. 
The IoT based healthcare system is shown in Fig. 6.

Some of the main requirements of IoMT are listed below,

• IoMT devices must be able to transfer data from lower levels to higher levels of the 
network. Additionally, the devices have better interconnectivity among them in case 
of data processing, data transfer, and security.

• IoMT must have the capability of coping with a mass number of devices and device 
management.

Fig. 5  Process of IoT in healthcare
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• Most of the critical requirements in IoMT can be accomplished by the Cyber-Physi-
cal Systems (CPS).

• Reliability and safety are examined under physical and digital due to the combination 
of the physical and computational models.

• The hardware of model IoMT must be restricted in hostile environments, and software 
designing must avoid malfunction.

3.3  Need for routing in IoMT

The number of devices connected to the Internet is due to the rapid development of IoT in 
every sector. The IoMT utilizes 30% of the IoT device markets, which enables the acces-
sibility of medical services to everyone. At the same time, privacy and secure protocols 
are important concerns in Internet enabled health care [22]. As discussed earlier, the IoMT 
has dealt with patient information; hence the unintended exposure of these sector may pose 
vulnerabilities and security risks. It should be noted that several terms are used for rep-
resenting the IoMT, like healthcare IoT and healthcare things. However, all these terms 
represent the IoT devices used in healthcare. One of the major differences between the IoT 
and IoMT is the sensitivity of data [23]. Thus high priority will be given to the secure and 
energy efficient routing in the IoMT.

4  Development of health monitoring in IoMT

IoMT is equipped with dedicated devices for the health monitoring of humans by the use 
of wireless networks. Wireless sensor networks are used in body condition sensing and 
transfer that data to the destination. Health monitoring in IoMT has become a more chal-
lenging task due to the high range of radiation from health monitoring devices that will 
affect the patient. The health monitoring system is affected due to body sensing devices. 
Thus efficient health monitoring devices are suggested to overcome these challenges. The 
types of sensors in health monitoring and different methods are listed below.

Fig. 6  IoT based health monitoring system
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Motion trackers are used in the applications of sports, medical and other motion-track-
ing fields. Thus the movement of the person was easily tracked by the motion trackers; 
the accelerometer was combined with magnetometers and gyroscopes to improve the data 
accuracy of the motion tracker. The inter-WBSN cooperation of IoMT is used with the 
large communication range [24]. In that model, the WBSN was directly attached to the 
human body or else sewed in the cloth; in some cases, the sensors were embedded within 
the human body. Two WBSNs consisting of single coordinating nodes were located in the 
same area as that method used two hops in the IoMT environment.

Health monitoring of the patient is mainly done via sensors placed in the body; hence 
sensor placement is the initial step of IoMT health monitoring. Manikandan Rajasekaran 
et al. [25] proposed an autonomous energy charging mechanism for nodes in the IoMT for 
uninterrupted operation. The proposed method utilizes the Analytical Hierarchical Process 
(AHP) to distribute energy to the nodes. In that model, the autonomous recharger will sup-
ply required power to the SNs. Nodes send their energy status to the base station (BS) 
that forwards it to the autonomous recharger equipped with a high capacity battery. Hence 
the system performance was improved with enough energy to the nodes. To overcome the 
obstacles in healthcare, Peiran Dong et al. [26] proposed an edge computing based decen-
tralized health monitoring in IoMT. In that model, the unique Pareto point was optimized 
through the Nash bargaining solution. To enhance the patient health monitoring via remote 
access, a series learning method based dependable gesture recognition (DGR) method was 
proposed by Nourelhoda et al. [27]. The convergence of that module was improved by con-
tinuous monitoring and differentiation of gestures from regular activities. From the above 
analysis, it is found that the communication through these devices is carried out through 
Multi-hop communication.

4.1  Swarm intelligence based protocols in IoMT

Data sharing through an optimum path in IoMT is a main consideration for cost effec-
tive solutions for data transfer. The swarm intelligent routing protocols provide an effec-
tive solution for finding the minimum path to the destination. The movement of swarms 
inspires Swarm intelligent-based routing during the process of food searching. The differ-
ent methods of swarm intelligent based routing protocols are listed below.

Indresh Kumar Gupta et al. [28] proposed a hybrid Particle Swarm Optimization (PSO)- 
Genetic Algorithm (GA) for enhancing the clustering of medical devices. Clustering was 
the process of grouping medical devices according to their similarity measurements. Each 
solution of the network was defined as a particle, and the group of particles were a swarm. 
The fitness function was used to examine the solution for the problem and guide the pro-
cess. The proposed hybrid algorithm comprises particle initialization, fitness computation 
and results generation steps. The medical data were clustered using GA, which indicated 
that individuals with the highest fitness had the highest possibility of participating in the 
succeeding generations.

Lin Yao et al. [29] developed a comprehensive management system for medical equip-
ment by utilizing the swarm intelligence algorithms of particle swarm optimization (PSO) 
and chicken swarm optimization (CSO) algorithm. The PSO and the CSO were based on 
the behaviour of swarms searching for food. Where the improved versions of PSO and 
CSO were adopted to overcome the time delay during the local search, and the particles are 
used to solve computing task problems. Here, the proposed methodology was modelled to 
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reduce the task time and cost of the network. The experimental system module was based 
on the ASP.NET website technology and the SQL server database.

El-shafeiy et al. [30] had suggested an artificial bee colony (ABC) based routing proto-
col in the IoMT. In that suggested method, the wheel selection technique was adopted to 
set the path number for nodes in the network. The ABC choose an optimized path based 
on the features, and the greedy selection was made between the neighbouring and origi-
nal path. In that model, the grouping was done based on the node’s characteristics. The 
node characteristics were inputted and grouped based on similarity during the initialization 
phase.

Jayasankar et  al. [31] proposed an Extended Role Based Access Control (ERBAC) 
model and the Twofish algorithm (TA) on a cloud platform for securing the medical data 
in the health system. In the EBARC, a special function was introduced, and storage per-
missions were provided to the consumers. Afterwards, the data access was provided based 
on the status of membership. In addition to ERBAC, a clustering approach was used to 
reduce the delay in retrieving medical data. The clustering method on that approach used 
the PSO and GA and a clustering calculation. After necessary authentication, the RBAC 
provides the user restricted access based on privileges. Then the Twofish encryption algo-
rithm was used to effectively perform small processor running applications and hardware 
embedding. The crossover of PSO-GA was used to store the therapeutic knowledge based 
on progression.

Singh et al. [32] had introduced the genetic algorithm (GA) based protocol for electing 
the cluster heads (CH) in IoMT. In that suggested model, a multiple mobile sink approach 
was introduced to minimize the distance between the sink and CH. Four base stations were 
considered at the separation of 90 degrees. The fitness function of GA has been formulated 
based on the energy factor, distance, and density. That suggested method had minimized 
the nearby deployment of nodes having higher energy.

Refaee et al. [33] had improved the security of the data transmission using the butter 
ant optimization algorithm (BAO) based routing algorithm. Additionally, the fuzzy con-
cept was included in the optimum routing. The k-nearest neighbour (KNN) approach was 
adopted for filtering the data, and the large dimension of the data has been minimized by 
principle component analysis (PCA). Moreover, the suggested methodology utilizes dis-
tance vector routing protocol to avoid loss networks. The above mentioned methods and 
their pros and cons are listed in Table 1.

4.2  Energy efficient routing protocol

The lifetime of the network will be degraded if the sensors are energized with minimum 
energy and consume a higher amount of energy. Energy efficient routing protocols provide 
sufficient energy to the sensors for long time performance without failure. The energy effi-
cient routing protocols proposed by various authors in IoMT are listed below.

The energy consumption in multi-hop communication is higher; this may degrade the 
network lifetime. To overcome the higher energy consumption of the nodes, an energy effi-
cient routing protocol must be needed. Yating Qu et al. [34] proposed an energy efficient 
routing protocol for WBAN to mitigate energy consumption by direct communication. 
The maximum benefit function was built into that model to normalize the residual energy, 
transmission efficiency, and available bandwidth. Using those functions, the next hop will 
be identified for the network.
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Khalid M Awan et  al. [35] proposed a Priority-Based Congestion Avoidance Routing 
Protocol (PCRP) for multi-hop communication. In that method, IoT-based heterogeneous 
medical sensors achieve energy efficiency with reduced computational complexity. The 
lowest cost function selected the sensor nodes and forwarded the sensed data to the next-
hop node. That process continued until the data reached the sink node. The results from 
that proposed method were compared with the existing routing protocols of iM-SIMPLE 
and Optimized Cost Effective and Energy Efficient Routing (OCER). From the analysis of 
the results, it was evident that the PCRP reduced network traffic, reduced the time for the 
load transfer, improved lifetime and offered high throughput.

To mitigate the delay, data collision, packet drop, and data re-transmission in the 
WBAN, Ali Raza Bhangwar et al. [36] proposed Weighted Energy and Temperature Rout-
ing Protocol (WETRP). That network comprises bio-medical sensor nodes, relay nodes, 
and gateway nodes. The relay nodes estimated the temperature rise of the neighbour, and 
then the biomedical sensors were entered into the routing table in Route Discovery Phase 
(RDP). The source node broadcasts a route request to the neighbour when the route to the 
sink node fails to satisfy the temperature and energy threshold. The weight function was 
assigned to the residual energy, temperature, and link-delay estimation. Relay nodes com-
pare the route request with the routing table and then acknowledge if the route to the sink 
node already exists or broadcasts to the downstream nodes. The route error packets were 
used to inform the inactive transmission to the upstream nodes in the route maintenance 
phase; thus, the source node received the route error packets for an alternative route.

Enas Selem et al. [37] proposed a Temperature Heterogeneity Energy (THE) aware rout-
ing protocol for health applications in IoT to overcome the temperature rising of on-body 
sensors. On that proposed protocol, the sensed data were categorized as an emergency, 
data priority, critical data priority, and normal data assigned priority for achieving the 
desired performances. That proposed model comprises a Coordinator Node (CN) separated 
from the skin and several body nodes placed directly with the skin. The EEG and ECG 
nodes were classified as critical nodes that transmit the data to CN. The remaining nodes 
were classified as normal nodes transmitting the data to the parent node (PN), which was 
selected based on maximizing utility. On THE, the temperature threshold was set as high 
temperature threshold and set a guard band. The last transmission reaching the highest 
threshold was not more than the guard band assumed to prevent temperature rise on the 
skin. After that, the nodes slept until the temperature cooled down, and then the lower tem-
perature threshold was to wake up and resume work, where the node’s energy conservation 
was done during the sleeping mode. That result indicates that the proposed THE protocol 
improved the network’s lifetime and reduced energy consumption.

Muhammad Dawood Khan et al. [38] proposed energy harvested and cooperative ena-
bled routing protocol (EHCRP) for IoT-WBAN to increase efficiency with minimized cost. 
On that, energy harvesting was the sensor node powering itself with equipped techniques. 
The overall routing of the EHRCP was divided into data initialization with sensing, node 
selection, and cooperative efforts. In the initialization phase, the proposed model used 
10 heterogeneous sensor nodes (SN) with limited hardware resources, then placed on the 
human body. The position of the central node coordinator (CNC) was considered for miti-
gating the line-of-site (LoS) that forwards the data to Personal Digital Assistance (PDA) 
for processing. After the distance calculation, all the sensor nodes send the BEACON mes-
sage in the network, including the node’s id and destination, residual energy, and node 
location. After all the nodes were registered, that were scheduled for normal operation, 
where the CNC assigned time slots to each SN. The methods reviewed in this section are 
illustrated in Table 2.
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Analyzing the methods in Table  2, it was found that some of these methods failed to 
reduce delay in data transfer, and some of the methods were insufficient for improving system 
stability.

To overcome the deficiencies in WBAN due to the temperature rise of the implanted sen-
sor, Zeinab Shahbazi and Yung-Cheol Byun [39] proposed block chain-based Adaptive 
Thermal-Energy-Aware Routing (ATEAR) protocol for WBAN was proposed. The block-
chain technology on that model offers security, transparency, and a lightweight solution for 
the cooperation of physiological data with other medical personnel. The blockchain’s perfor-
mance would be evaluated using the ‘Hyperledger Caliper’ tool. The ATEAR would be exam-
ined by using the ‘Castalia’ simulation tool. The proposed module comprises ATEAR routing 
protocol and blockchain in addition to inter-BAN, infra-BAN, and beyond-BAN communica-
tion. The process would be initiated from the intra-BAN communication, and then the Access 
Control Rule (ACR) was used for authorization and authentication. By utilizing the composer-
rest-server, the restful API for exposing the blockchain services to the client-end. The ATEAR 
was used for the selection of optimal multi-hop paths.

In order to overcome the energy imbalance of the sensor nodes in a wireless body network, 
Tanzila Saba et al. [40] proposed an energy-efficient framework. That proposed framework 
uses two algorithms for biosensor connectivity and secure data transmission utilizing cipher 
block chaining algorithm. In addition, the Kruskal algorithm was utilized for the section of the 
hops with minimum cost routing. Using those algorithms, the proposed mode reduces energy 
consumption and improves the security of the data against malicious nodes. The results indi-
cate that the proposed framework reduced the overall communication overhead.

Khan et al. [41] suggested an AntHocNet to provide an optimum route for data in the fly-
ing IoT. That suggested methodology includes both proactive and reactive components to ease 
communication. An iterative random sampling algorithm improved the adaptability of flying 
networks. As same as the ant colony optimization algorithm, the ants in the forward direction 
searched for the optimum route, and the reverse ants maintained the path.

Roshini et  al. [42] introduced the hierarchical energy aware secure routing (HEASR) of 
WBAN. In that model, the nodes were categorized based on the threshold values. The CH 
was chosen based on energy levels and traffic priority. The data in optimum routing was com-
pressed using the Huffman encoding technique, and the cryptographic algorithm will enhance 
the data security. The CH was selected based on the LEACH media access control, and the 
routes were optimized by the body nodes based on the maximal gain function.

Natarajan et al. [43] introduced a unique Elliptic Curve Cryptography (ECC) based routing 
of healthcare data. In order to minimize the storage limitation, the 186 bit encryption system 
was designed, and the sensor nodes randomly generated the keys. The key between the sink 
and sensor nodes was generated through the two party authentication mechanism. The com-
puting algorithm generated the hashing code for ECC.

Zaman et al. [44] introduced a distance, link aware body (DLAB) based clustering mecha-
nism. The CHs were connected with other nodes to facilitate several functionalities. That sug-
gested model was tested on the human body using 9 SNs in different locations. The link aware 
energy efficient routing estimated the cost function of forwarded nodes.

4.3  Secure and authentication protocol

The authentication protocol in IoMT will improve the data transfer security between the 
patient and health caretakers. The authentication protocols provide end-to-end secure data 
transfer. Some of the authentication protocols by different authors are listed below.
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Amel Arfaoui et al. [45] proposed a context-aware and lightweight authentication and 
key agreement scheme for WBAN for emergency and normal situations. That proposed 
scheme utilizes Real-or Random (ROR) model, Burrow-Abadi-Needham (BAN) logic, and 
the automatic security protocol verification (Scyther) tool for security. The RoR model 
comprises the acceptance state, partnering state and adversary state. On that RoR, the 
adversary must create a real session key from a random one. The BAN logic was adopted 
for mutual authentication and secure session key establishment among the communication. 
A Scyther tool was adopted to check the Internet security-sensitive protocols.

Anwesha Mukherjee et al. [46] proposed delay-sensitive fog network for the Internet of 
Health Things (IoHT) to alleviate high energy consumption. The proposed Fog IoHT com-
prises BAN, mobile, fog, and cloud servers. The data collected by the BAN were processed 
inside the fog devices, and the GPS tracked the user’s location in the mobile device; that 
information was the main consideration of Fog IoHT. The access point (AP) and the Road 
Side Unit (RSU) were selected using the weighted game theory. In that model, the data was 
fed to fog devices and then forwarded to the cloud storage.

Ankur Gupta et al. [47] proposed a secure and efficient anonymous mutual authentica-
tion and key agreement protocol for wearable devices in WBAN to mitigate the intermedi-
ate node capture attacks. At the initial, the system administrator (SA) selects the hub node 
(HN) then, stored in HN’s memory then, the SA registered intermediate node (IN) and the 
sensor node (SN) by choosing the temporary secret key, after that IN was stored in HN’s 
memory. The authentication phase correction would be interrupted in case of any check 
failed. The system’s security was examined by both formal and informal methods, where 
the formal analysis and mutual authentication were done via BAN-logic, real-or-random 
(ROR) model and AVISPA tool. The sensor node (SN), intermediate node (IN) and hub 
node (HN) were the participants of the proposed method.

To cope with the security of the patient’s sensitive information and to enhance the sup-
port to the patient during an emergency, Deepak & Fadi Al-Thurjman [48] proposed a 
smart mutual authentication protocol for cloud based IoMT. That proposed smart service 
authentication (SSA) framework was implemented using FPGA and motive TMote Sky-
mote. That SSA comprises three stages initialization of the service-authority centre, regis-
tration by medical sensors in WBAN, and smart authentication. In the initialization phase, 
the parameters with random prime numbers were generated by the service authority centre, 
then select the random integer with less than the prime factor. After that, the registration 
phase device number with the service authority centre was registered. On smart authentica-
tion, the sensed data was transmitted to the cloud services. The Burrows, Abadi Needham 
(BAN) logic was utilized to examine the security property of mutual authentication.

To ease the deployment of the sensors in IoT, Bander A. Alzahrani et al. [49] proposed 
an improved lightweight authentication scheme (ILAS). The gateway node selected hash, 
fuzzy generation, and encryption/decryption on that method. The security of the network 
was analyzed via the ROR model. Most importantly, the proposed ILAS-IoT provided an 
access control mechanism widely used in IoT scenarios.

Bander A. Alzahrani et al. [50] proposed a secure and efficient authentication protocol 
named remote patient-healthcare monitoring protocol (RPMP) for the cloud IoT. The pre-
sented protocol concentrates on the smart card attack, session key compromise and imper-
sonation attack. The security feature of that protocol used the BAN logic, which was based 
on the security analysis and validation done on the ProVerif automated security tool. The 
RPMP enable a gateway node for mutual authentication and anonymity between the patient 
and medical professional. That model allows a session key between the medical profes-
sional and the gateway node in the protocol session.
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To ease the remote access of medical data sharing in a platform of higher security, an 
ECC-based authentication protocol was presented by Minahil et al. [51]. The security anal-
ysis was done by Random Oracle Model (ROM). Rashmi Singh et  al. [52] proposed an 
efficient implementation of revocable functionality in the authentication protocol for the 
WBAN. The remote authentication was designed by utilizing the Public key infrastruc-
ture. In order to overcome the availability of patient information after expired of the ser-
vice of the client, the authentication was equipped with a revocation function. The methods 
reviewed in this section are shown in Table 3.

Verifying the methods in Table 3, the delay in data transfer and energy consumption of 
the devices were not properly reduced. At the same time, energy consumption is the major 
area to be covered by the IoMT system. Thus in future work, we focused on both draw-
backs and produced an effective way to overcome these issues.

4.4  Lightweight security and privacy protocols

Lightweight security protocols in IoMT improve the security of the data that is transferred 
between the patient and doctors, thus eliminating the possibility of data hackers. Some of 
the lightweight security protocols are listed below.

To overcome the risk of malicious node intrusion in the IoMT, Venkata P. Yanam-
baka et  al. [53] proposed Physical Unclonable Function (PUF) based device authentica-
tion scheme. The integration of the PUF with IoT devices had the advantage of reduced 
power consumption. The PUF in edge computing was connected with devices like the edge 
server, edge router, and gateway. The responses gathered from the PUF model were sent to 
the server after the device entered the server. The device would authenticate based on the 
similarity with the stored hash values.

To overcome the threat of secrecy share in IoMT, ta et al. [54] proposed a lightweight 
mutual authentication and key agreement scheme for WBAN. That proposed method guar-
anteed security to the data shared via wireless sensors. An automatic security verification 
tool of ProVerif was used for verification and security analysis.

Data privacy is a main security issue in IoMT data transfer that will improve data confi-
dentiality. The privacy of patient information is the main consideration for the IoMT appli-
cation. Hence, Zhitao Guan et al. [55] proposed an Efficient, Differently Private Data Clus-
tering Scheme (EDPDCS) for privacy. That includes the cluster approach for diagnosis, 
and the EDPDCS was based on the Map Reduce framework. The iteration of the K-means 
algorithm was fixed value based on the total privacy budget and minimum privacy budget 
of each iteration examined by Mean Square Error (MSE).

Ghufran Ahmed et  al. [56] proposed a thermal and energy aware routing in WBAN. 
That proposed method mitigates overheating the IoMT nodes because of the reception of 
route discovery packets. The proposed models use the transceiver, transmitter, reception, 
channel, receiving, and thermal computation models. That proposed model offers high 
throughput. The Received Signal Strength Indicator (RSSI) and Specific absorption rate 
(SAR) method were used to calculate the thermal changes in the system. The node’s trans-
mission power level (TPL) was created during the set-up phase.

Sobhan Esmaeili et  al. [57] proposed a priority-aware lightweight sensing model for 
Body Area Network (BAN) for labelling patient data. In that proposed model, the network 
topology was designed with four sensors for monitoring the body conditions. A single node 
can scrutinize, aggregate and prioritize the sensed data; thus, all nodes have 0.3J initial 
energy. Where the first order radio model has been used, then the single-chip low-powered 
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transceiver of NORDIC NRF 2401A is utilized. The intervals of activity were assigned 
to the nodes using Interleaved Division Multiple Access (IDMA) that provide diversity to 
improve against fading, cost effective receiver, centralized control and optimum capacity. 
In that proposed method, the sensed data are sampled and measured. In secure sensing, a 
linear transform was used to map data into space, and useless data was ignored.

Carlos Andres Lara-Nino et  al. proposed the lightweight ECC accelerator for IoT 
applications [58] to enhance security. That proposed model uses the Field Programming 
Gate Array (FPGA) based acceleration engine for ECC operation with scalar multiplica-
tion (kP). The prime finite field and the binary finite field were reported in that paper. The 
Binary Edward Curves (BEC) had the benefit of completeness in that the addition of the 
properties was defined, and there was no need for the validation process. Montgomery’s 
ladder scalar multiplication algorithm was used to obtain regularity during the execution.

In order to mitigate various potential attacks due to the data transmission on the pub-
lic channel, Kisung Park et  al. [59] proposed A Mutual Authentication Key Agreement 
(MAKA) based Lightweight Authentication and Key Agreement without Non-Verification 
Table (LAKS-NVT) scheme. The proposed LAKS-NVT uses the Real-Or-Random model 
to verify with the Automated Validation of Internet Security Protocols and Applications 
(AVISPA) software tool. The practical aspects of LAKS-NVT were carried out by the net-
work simulator 2 (NS2). The MAKA phase starts with generating random numbers and 
timestamps in the Sensor Node (SN) and is then sent to the access point (AP) after the data 
is sent with its own identity. The MAKA phase accessed the data, and the network security 
was analyzed by AVISPA, ROR and BAN logic. Then, the implementation was done using 
HPLSP.

A lightweight Radio Frequency Identification (RFID) protocol based on Authentica-
tion Encryption (AE) was proposed by Masoumeh Safkhani et al. [60]. On that proposed 
method, FPGA, along with ASCI simulations, was utilized in five different AE from the 
Competition for Authentication Encryption Security Applicability Robustness (CAESAR) 
competition for the development of three use cases. The RFID infrastructure comprises 
highly constrained microchips with limited memory and processing power. That proposed 
model consists of two phases of initialization and authentication; in the initialization phase, 
the default values are stored in the parties with the sharing of the encryption key. For each 
tag, the database was recorded with old and new parameters then the database would be 
local, integrated with the reader by remote access. In the authentication phase, the reader 
creates and sends a message to the embedded tag in the kit.

Amal Sammoud et  al. [61] proposed a new biometric ElectroCardioGram -based key 
establishment protocol in WBAN. That proposed protocol was based on the ECG and error 
correction code with morphing function. An additional node was needed to distribute the 
symmetric keys between two nodes. That proposed method allowed the node to establish 
a symmetric key according to the ECG signal that measured the heartbeat over time. The 
error correcting code of the BCH was used to eliminate the dissimilarities. The AVISPA 
tool is used for security verification, with the high-level protocol language (HLPSL) of 
parent-child asymmetric key establishment in that proposed method.

Maria-Dolores Cano & Antonio Canavate-Sanchez [62] proposed an Elliptic Curve Dig-
ital Signature Algorithm (ECDSA) for computing the digital signature in medical things 
and improving security as well as data privacy. That proposed model was mainly based on 
the ECC. In that model, the dual signature was used to link different types of buyer’s order 
information (OI) and buyer’s payment information (PI) in e-commerce. Three participants 
were vital in that model: transmission device (TD), edge computing device/servers (ECS) 
and cloud.
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Xucheng Huang & Shar Nazir [63] proposed an Analytic Network Process (ANP) 
method for evaluating the security of IoMT. In the security evaluation, particular phe-
nomena are subparts on a quantitative scale between 0 and 1. The principle eigenval-
ues and the eigenvector were used to find the relative importance, and then the matrix’s 
consistency was measured.

Maria Papaioannou et al. [8] elaborated on the categorized security countermeasure 
against threats to the IoMT. To ensure the confidentiality of the patient information, a 
lightweight encryption protocol was introduced by the specification in ISO/IEC 29192. 
To ensure the integrity of data transmission, the combination of both symmetric cryp-
tography and attribute-based encryption (ABE) was used in the IoMT edge network. 
For the purpose of the authentication, the identity based ECC and Lamports One Time 
Password (OTP) algorithm was used.

Samira Akhbarifar et al. [64] proposed a secure health monitoring model based on 
cloud IoT. The health monitoring model uses lightweight block encryption technology 
for security in an IoT environment. Whereas the lightweight, secure block encryption 
would protect patients’ sensitive data. Here the patient’s health status was evaluated 
using data mining methods

To overcome the session-specific temporary information attack, Bander A. Alzah-
rani et al. [65] proposed an improved lightweight authentication protocol for WBAN. 
The protocol was based on the secure, efficient, anonymous WBAN authenticated key 
agreement scheme. The lightweight patient-health monitoring authentication protocol 
allows users to get authenticated key agreements by hiding their identity. By the vali-
dation, the protocol was robust and efficient.

Lightweight security protocols and privacy of the data shared in IoMT are examined 
in Table 4.

Abdullah M. Almuhaideb & Kawther S. Alqudaihi [66] proposed the anonym-
ity preserving lightweight protocol. The lightweight WBAN authentication would be 
done by dividing protocol as P-I, which would perform authentication, and P-II would 
re-authenticate to protect the node’s anonymity. The re-authentication scheme would 
decrease hub communication and thereby reduce the overhead. For mutual authen-
tication and key agreement having informal security, the BAN logic was used. The 
model was robust in offline and online secret key guessing and is vulnerable to several 
attacks. The complexity of the model was high due to re-authentication, but the com-
munication cost was low in terms of the reduced overhead.

Chen et al. [67] introduced a lightweight protocol for the Internet of health things 
(IoHT) to cater to security threats. That suggested model has provided mutual authen-
tication between the user and SNs. Shreya et al. [68] had proposed a fully homomor-
phic encryption scheme for secured access to patient data.

Zahid et  al. [69] had introduced an avant-garde framework (AGF) and Adaptive 
Transmission Data Rate (ATDR) mechanism for minimizing energy utilization in 
healthcare devices. That suggested ATDR works based on the average energy con-
sumption, and the regression model was used for examining the channel dynamics. The 
self-adaptive routing algorithm (SARA) based on dynamic source routing (DSR) was 
used for data routing.

By analyzing the methods in table 4, it was found that some of these methods failed 
to cope with the temperature issues in nodes and energy consumption of the devices is 
not maintained at a minimum level.
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5  Evaluation of reviewed methods

The security and energy provided by different methodologies are estimated through the per-
formance measure. Some of the evaluation metrics are listed below,

• Throughput: It is the measure of successfully transmitted from the source and received 
data at the destination.

• Encryption throughput: It is measured by dividing the average amount of data transmit-
ted by the time of encryption.

• Delay: It refers to the duration for data to be transmitted across the IoMT devices to take 
timely action.

• Energy efficiency: It measures the amount of energy the network uses to transmit the data 
among the overall energy utilized.

• Lifetime: It is an important measurement to examine the number of available nodes in the 
network for data sharing. It shows the duration of the nodes that exist in the network based 
on energy availability.

• Packet drop: It measures data packets that fail to reach the destination.
• Packet Delivery ratio: It measures the number of successful data forwarded and reaching 

the destination.

The network lifetime is an important that must be validated for examining the performance 
efficacy of the system. The nodes in method [34] has sustained for 4980 rounds with the trans-
mission proximity of 95%. The life time of the network can be estimated in terms of power left 
in the system. In this regard, the multi hop routing protocol in [35] have required amount of 
power for 3.5 ×  104 rounds. In [35] energy harvested routing protocol has improved the ability 
of 20 nodes to sustain for 18000 rounds. On the other hand, the network lifetime can be esti-
mated in terms of processing time of the system, in this regard, the nodes in [36] is sustained 
for 630 seconds for processing 1000 data. The improved PSO and CSO methods discussed in 
[29] has the highest accuracy of 99.8% and the correct rate of 99.4%. At the same time, the 
two fish algorithm based approach in [31] has lower accuracy of 92.59%. The PSO and GA 
provided in [28] was validated on 6 datasets while it has provide the error rate of 13.22% and 
also the running time is higher for this approach. The accuracy of system is affected by the 
delay in data transmission. In order to examine that the performance of Fog IoHT is estimated 
in indoor and outdoor conditions. For 200 Mb data the delay is varied as 2.1s and 30s under 
indoor and outdoor conditions. When compared to this the context aware authentication pro-
tocol in [45] has provide lower delay of 9.86ms. Priority-aware Lightweight Secure Sensing 
Model in [57] has provide the delay of 0.02041s for 0.9150 bits. On the other hand, the delay 
in LAKS scheme [59] is 0.1s that shows the performance efficacy of the system. From these 
analysis it is concluded that an efficient method should focus to improve the system accu-
racy with lower delay and lower energy consumption. The values of evaluation metrics for 
reviewed methods are shown in Table 5 and Table 6.

6  Conclusion and future scope

The IoMT is an emerging technology in healthcare applications due to its benefits. How-
ever, the devices in IoMT are affected by different kinds of attacks and intrusion of mal-
function. Hence, the secure lightweight energy efficient routing protocols are reviewed in 
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this paper. The swarm intelligence based routing algorithms are utilized to get the optimum 
path for data transfer that improves the system efficiency at a lower cost. But the major 
issue in swarm based routing protocol is the convergence speed. As the lightweight authen-
tication protocols were improved, system security and some quality issues were found in 
those models. The quality of health diagnosis and services is enhanced by the authentica-
tion protocols that are investigated to overcome the deficiencies. By analyzing the result 
of the authentication protocols, it was found that performance degrades due to changes in 
context. This survey investigated several literatures to obtain an effective solution to over-
come the deficiencies in IoMT. Then effective solutions towards an energy efficient swarm 
intelligent based routing protocol are discussed, and the best solutions are suggested. Since 
the devices in IoMT does not stay at a fixed position, thus mobile SNs are used. Portable 
devices are preferred for the IoMT application; hence, future work will be focused on port-
able devices and their security in IoMT. Moreover, some suggestions will be provided for 
future directions.

By examining the methods suggested by the author, it was found that several risks in 
the parameters section were found; hence in future works, it is suggested to use an efficient 
algorithm or better simulation to cope with QoS requirements. Various papers are reviewed 
to improve the network efficiency that adopts an energy-efficient intelligent-based light-
weight routing protocol. Thus in future work, it is suggested to use routing protocols that 
take care of the mobility of the sensors during body movement. Additionally, to improve 
the encryption speed, improved algorithms are suggested.
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