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Abstract
With the emergence of cloud eco-system and technologies like Internet of Things (IoT), bit data analytics became essential 
to reap benefits of maintaining large volumes of data. As there is amalgamation of different devices, protocols, standard and 
use cases linked to IoT, there is increasing risk of security. IoT applications are vulnerable due to lack of security standards 
at global level. There is need for continuous efforts to provide end-to-end security in IoT applications. Sensor networks 
associated with IoT are resource constrained but produce large volumes of data or big data. In such environment, more light 
weight security primitives. Elliptic Curve Diffie Hellman (ECDH) is one such lightweight scheme for secure key exchange 
among connected devices. Nevertheless, ECDH is found vulnerable to attacks. To address this problem, we proposed a 
scheme known as E-ECDH (ECDH+SIGH) which is an enhanced version of ECDH. Our scheme is designed to enhance 
security level in IoT use cases. To evaluate our scheme, we used an IoT use case meant for anomaly detection in healthcare 
context. This application is in distributed environment where cloud infrastructure, IoT platform and Message Queue Telem-
etry Transport (MQTT) protocol are involved. Our experimental study showed that E-ECDH improves level of security in 
given IoT application and found to be better than existing security schemes.

Keywords  Big data security · Internet of Things (IoT) · Diffie-Hellman · End to end security · IoT systems

Introduction

With the emergence of novel technologies and distributed 
computing environments, there has been unprecedented 
growth in distributed cloud-assisted applications. Particu-
larly Internet of Things (IoT) has enabled connectivity 
among physical and digital things leading to applications 
that were never possible earlier. Smart means of data collec-
tion and data dissemination are in place with IoT technology. 
IoT has led to applications like smart home, smart healthcare 
and smart city to mention few. This list of application is 
growing faster. Humans are exposed to unprecedented tech-
nology benefits and also possible risks. For instance, IoT 
technology could understand a thinking pattern of a human 
brain. Such sensitive problems also occur in addition to tech-
nology benefits. Nevertheless, technology cannot be blamed 
and it is the responsibility of people to use it for construc-
tive purposes. An important use case of IoT is precision 
agriculture (Baranwal et al., 2016) which helps in making a 
technology driven farming beneficial to farmers. IoT has its 
influence on different industries. With wearable devices and 

Communicated by: Dr S B Goyal

 *	 Anil Kumar Budati 
	 anilbudati@gmail.com

	 N. Madhusudhana Reddy 
	 madhusudhan.nooka@gmail.com

	 Shayla Islam 
	 shayla@ucsiuniversity.edu.my

	 Gajula Ramesh 
	 ramesh680@gmail.com

1	 Computer Science & Engineering Department, R G 
M College Of Engineering &Technology, Nandyal, 
Andhra Pradesh, India

2	 ICSDI, UCSI University, Malaysia & Associate Professor, 
Department of ECE, Koneru Lakshmaiah Education 
Foundation, Hyderabad, India

3	 ICSDI UCSI University, Kuala Lumpur, Malaysia
4	 Department of CSE, Gokaraju Rangaraju Institute 

of Engineering & Technology, Hyderabad, India

http://crossmark.crossref.org/dialog/?doi=10.1007/s12145-023-01194-2&domain=pdf


	 Earth Science Informatics

1 3

health based sensors, healthcare industry is one such exam-
ple where IoT has its splendid presence (Savola et al., 2015).

IoT applications do have security vulnerabilities apart 
from opportunities. Their security issues are classified into 
technical, methodological and organizational. The method-
ological category encompasses process models, protection 
of runtime, security control prioritization and assurance of 
security. With respect to organizational category, it involves 
security linked to human factors, organizational needs of 
security, security policies, standards, usage of third party 
components and security goals. Technical category involves 
IoT architectures, security to data, security to procedures, 
security to resources, physical constraints involved, distrib-
uted systems and data flows (Nguyen Duc et al., 2017). As 
explored in (Datta & Bonnet, 2016), there is lack of hori-
zontal development linked to IoT use cases in terms of inter-
operability, network security, security standards and privacy 
issues. IoT security aspects include IoT security frameworks 
(Ammar et al., 2018; Kang et al., 2015) and privacy and 
security threats (Berkay Celik, 2018; Yashwant & Joshi, 
2018). There are many existing security schemes such 
as RSA. However, as discussed in (Jonsson & Tornkvist, 
2017), schemes like RSA cannot be directly used with IoT 
devices as it involves complexity. There is need for security 
schemes that are lightweight and compatible with resource 
constrained IoT devices. Moreover, it is important to pro-
pose schemes that are able to work in post quantum security 
scenarios also. To overcome the problems, we proposed a 
scheme known as E-ECDH which enables secure communi-
cations in an IoT case study application. Our contributions 
are as follows.

1.	 We proposed a scheme known as E-ECDH for secure 
end to end communications in IoT applications leading 
to robust communications.

2.	 Python based IoT application, a healthcare application 
for big data analytics, is used as case study to which 
proposed security scheme is integrated.

3.	 Experiments are made to find the utility of the proposed 
security scheme and its comparison with the existing 
ones.

4.	 ECDH and SIDH are combined to have higher level of 
security to meet PQ situations.

The remainder of the paper is organized as follows. 
“Related Work” section reviews literature on security to IoT 
applications. “Motivating Case Study and Problem Defini-
tion” section formulates the problem and describes a case 
study for security implementation.

“IOT case study application ”section provides the case 
study implementation details. “Post quantum cryptography 
” section provides post quantum cryptography by combining 
SIDH and ECDH. “Proposed Method ” section provides the 

proposed method. “Results & Discussion” section throws 
light on results of experiments with a case study IoT use 
case. “Conclusion” section concludes the research carried 
out in the paper and gives directions for future scope of the 
research.

Related Work

This section reviews security concerns in IoT and also exist-
ing works. IoT applications are vulnerable to threats due 
to involvement of heterogeneous devices and environments. 
IoT security aspects are investigated in (Riahi et al., 2013) 
by analyzing may security schemes including asymmetric 
ones. Each IoT use case with underlying domain specific 
application has its security loopholes. The reasons for such 
security issues are plenty including lack of standards and 
use of diversified non-standard protocols and devices. IoT 
applications are also integrated with other technologies like 
blockchain to have secure communications and are main-
tained in a distributed ledger. Ethereum is one such block-
chain platform that can be used with IoT applications. More-
over, IoT scenarios include M2M interactions that involve in 
data exchange and messaging (Pustišek & Kos, 2018; Datta 
et al., 2015). In such applications, it is very important to 
have secure end to end communications. M2M communica-
tions might be vulnerable to attacks and data integrity issues 
besides other possible attacks as discussed in (Tweneboah-
Koduah et al., 2017). The vulnerabilities can be attributed to 
IoT integration and native domain applications. For instance, 
healthcare domain applications when integrated with IoT, it 
could be subjected to many kinds of privacy and security 
attacks. As the applications and environments are so com-
plex with the presence of mobile devices also, it is not easy 
to control security aspects (Ahamed & Rajan, 2016).

There are different layers in IoT applications as discussed 
in (Liu & Yan, 2013). Therefore, at each layer security 
implementation is essential. Thus, it is indispensable to think 
about complete end to end security solution rather than mak-
ing specific layer secure. IoT security challenges are plenty 
as discussed in prior works like (López et al., 2018; Diffie 
& Hellman, 1976; AL-mawee, 2012; Giuseppe et al., 2020; 
Li, 2020). The challenges include heterogeneity of hardware, 
mobility of nodes, use of resource constrained devices, usage 
of diversified protocols and platforms and lack of global 
standards (Nguyen et al., 2015). Existing security schemes 
such as RSA is found not suitable for lightweight connected 
devices in IoT. Security attacks in IoT use cases is the focus 
of (Tellez et al., 2016) where reverse engineering is used 
for making attacks. In (McEliece, 1978; Merkle, 1979) pub-
lic key systems are studied for their complexity. In (Milne, 
1986) two new kinds of asymmetric algorithms based on 
isomorphism of polynomials and Hidden Fields Equations 
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(HFE) respectively are defined. Big data and IoT scenarios 
and security aspects are investigated in (Montgomery, 1987; 
Sutjiatmo et al., 2019; Azmoodeh et al., 2019) while big data 
for sustainable industrialization (Al-Garadi et al., 2020), 
smart use cases (Suma, 2019), multimedia processing with 
privacy and security of big data (Ejaz & Anpalagan, 2019) 
are other significant contributions. IoT technology evolu-
tion and use of machine learning in IoT scenarios are two 
important studies (Alferidah & Jhanjhi, 2020; Ande et al., 
2020) found. IoT has certain application level protocols such 
as CoAP as discussed in (Ukil et al., 2014). In (Sreeja et al., 
2019) a lightweight symmetric scheme is defined for embed-
ded IoT devices. Hasan et al. (Hasan et al., 2021a) exploited 
mining technique in IoT along with Quadratic and Fisher 
Linear discrimination analysis. Shayla et al. (Shayla et al., 
2020) proposed a methodology for inter-technology hand-
off with multi-homing based approach. Hasan et al. (Hasan 
et al., 2021b) proposed a system for reliability analysis with 
the help of sensor cloud system and a measurement frame-
work. Shami et al. (Shami et al., 2018) used PSO to achieve 
control and load balancing in heterogeneous 5G networks. 
Imran et al. (Imran et al., 2020) proposed a security scheme 
to protect mobile users’ information using fuzzy logic 
based on sensitive region. In this paper, ECDH and SIDH 
are combined to have stronger security to meet PQ situa-
tions. To overcome the problems in the study we have pro-
posed Enhanced Elliptic Curve Diffie-Hellman (E-ECDH) 
is an advanced cryptographic scheme that builds upon the 
foundational principles of the Elliptic Curve Diffie-Hellman 

(EC-DH) key exchange method. E-ECDH is designed to pro-
vide a higher level of security for secure communications 
in the context of Internet of Things (IoT) applications. This 
enhanced scheme addresses certain vulnerabilities present 
in EC-DH and aims to offer stronger protection for sensitive 
data exchanged between IoT devices and other components 
within IoT ecosystems.

Motivating Case Study and Problem 
Definition

Figure 1 shows a motivating scenario showing the archi-
tecture of an IoT application leveraging the IBM Watson 
IoT Platform follows a structured flow to enable seamless 
connectivity, data processing, analysis, and integration. At 
its core are IoT devices equipped with sensors, collecting 
real-world data. These devices communicate using protocols 
like MQTT, transmitting data to the IBM Watson IoT Plat-
form. Within the platform, a robust infrastructure manages 
device onboarding, authentication, and data ingestion. The 
Message Broker ensures reliable communication, while the 
Data Storage component securely stores the data for histori-
cal analysis. A powerful Rules Engine processes incoming 
data, triggering predefined actions or alerts based on pre-
defined conditions. This processed data is further fed into 
analytics tools such as IBM Watson Studio, enabling busi-
nesses to gain deeper insights and predictive capabilities. 
Custom applications and user interfaces allow stakeholders 

IoT deviceDevice layer

IoT platform Cloudant Watson studioCloud layer

MQTT

Analytics 

engine

Object 

storage

Application layer

Fig. 1   Architecture of an IoT application involving IoT device for 
sensing
IoT has revolutionized applications with unprecedented possibilities. 
However, it also brings increased security challenges. It is vulnerable 
to attacks at network level, service level, interface level, device level 
and even integrity level. IoT devices might be compromised to launch 

attack. An IoT application might be under the influence of attacker 
to disrupt services. Network level attacks disturb communications 
among connect devices. Interface attacks such SQL injection and 
XSS might cause problems with unwanted services injected. Attacks 
may also inject false data to pollute original data leading to integrity 
issues.
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to monitor device status, visualize trends, and interact with 
the IoT ecosystem, while robust security measures safeguard 
data integrity, device authentication, and access control. Due 
to presence of increasing attacks, it is desired to have end to 
end secure communications in IoT use cases.

RSA

RSA is one of the widely used scheme in different appli-
cations. It is asymmetric in nature. It needs two parties to 
have different key so as to avoid key exchange or key shar-
ing. Each party involved in the communication can have 
two keys such as private and public. Each party knows the 
public key of the other party. Among the parties involved 
in communication, the scheme is made in such a way that 
each one has private key to decrypt the data sent by any 
sender because the sender uses public key of the receiver 
to encrypt data. However, RSA is found complex and not 
suitable for resource constrained devices in IoT applications. 
Then Diffie-Hellman is found to be lightweight technique as 
discussed in “Diffie-Hellman” section.

Diffie‑Hellman

DH is the scheme found to be lightweight when compared 
with PKI. DH helps in computation of secret key between 
parties to enable dynamic key exchange. Here is the pro-
cedure involved. Both communicating parties come to an 
agreement to use n and g as prime numbers. These numbers 
are made public. Then Alice uses X and secrete and per-
forms computation such as A=g^(X )mod n and send the 
result to Bob. Similarly, Bob considered Y as his secret and 
performs computation such as Y=g^(Y )mod n and returns 
the result to Alice. Then K1=B^(X )mod n and K2=A^(Y )
mod n are computations made by Alice and Bob respectively 
to arrive at key exchange where K1=K2.

Figure 2 illustrates the Diffie-Hellman key exchange 
which is a cryptographic protocol that enables two parties, 
Alice and Bob, to establish a shared secret key over an inse-
cure communication channel. This is achieved through a pro-
cess where both parties independently select private keys 
and compute corresponding public keys using agreed-upon 
parameters. These public keys are then exchanged openly. 
By combining the other party's received public key with 
their own private key, both Alice and Bob compute the same 
shared secret key. The security of this scheme relies on the 
mathematical complexity of calculating discrete logarithms, 
ensuring that even if an eavesdropper intercepts the public 
keys, deriving the shared secret without the private keys is 
computationally infeasible. This elegant approach allows for 
secure key establishment without the need for secure chan-
nels or prior communication, making it a fundamental cor-
nerstone of modern cryptography. This scheme is found to 

have its security vulnerabilities with replay, brute force and 
MITM attacks. Due to security vulnerabilities of DH, ECDH 
scheme is found to be more useful lightweight technique as 
discussed in “Elliptic Curve-Diffie Hellman” section.

Elliptic Curve‑Diffie Hellman

The Elliptic Curve Diffie-Hellman (ECDH) key exchange 
scheme is a cryptographic method that enables two par-
ties, Alice and Bob, to establish a shared secret key over 
an insecure communication channel using elliptic curve 
cryptography. In this process, both Alice and Bob indepen-
dently choose private keys and perform scalar multiplication 
on a predetermined elliptic curve point, resulting in their 
respective public keys. These public keys are then openly 
exchanged. By combining the received public key with their 
private key, both parties compute the same shared secret 
point. The security of ECDH hinges on the intractability 
of the elliptic curve discrete logarithm problem, ensuring 
that unauthorized third parties cannot easily derive the 
shared secret from the exchanged public keys. ECDH pro-
vides strong security with smaller key sizes compared to 
traditional methods, making it a vital component in modern 
secure communication protocols, such as SSL/TLS for web 
encryption. Through ECDH needs smaller key, its secu-
rity strength is equivalent to that of RSA. Thus algorithms 
based on ECDH are lightweight and feasible for resource 
constrained IoT networks. ECDH exploits ECC and thus it is 
made lightweight as it needs smaller key size with negligible 
overhead. EC enables ease of computations due to its alge-
braic addition. As investigated in (Diffie & Hellman, 1976), 
provided two points like 𝑃 = (x_P, y_P) and 𝑄 = (x_(Q ), 
y_Q), the slope can be computed as expressed in Eq. 1.

Then the points are subjected to summation as expressed 
in Eq. 2 and Eq. 3.

when y_P ∕= 0, the operation 𝑃 +𝑃 = 2𝑃 = 𝑅 is known as 
doubling operation that is used to redefine Eq. 2 and Eq. 3 
resulting in Eq. 4 and Eq. 5.

Thus integration is achieved between EC and DB result-
ing in ECDH which is reused in the proposed E-ECDH 
scheme discussed in “IOT case study application” section. 

(1)S = (y_Q − y_P)∕(x_(Q) − x_P)

(2)x_R = Ŝ2 − x_p − x_(Q)

(3)y_R = −y_P + S ∗ (x_P − x_R)

(4)x_R = (((3 ∗ x_P̂2 + a))∕(2 ∗ y_p ) )̂2 − 2 ∗ x_P

(5)
y_R = (((3 ∗ x_P̂2 + a))∕(2 ∗ y_p )) ∗ (x_p − x_R) − y_P
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This kind of scheme is suitable for IoT use cases. The ECDH 
involves the following operations. Alice, initially, chooses 
n_A (an integer). This is nothing bit the user’s private key. 
This key is chosen in such a way that it satisfies n_A<n. 

Then Alice generates public key which is denoted as P_
A=n_A*G the base point is denoted as E_q(a, b). Similarly, 
Bob selects his private key such as n_B where n_B<n. Bob 
also computed public key denoted as P_B=n_B*G and the 

Fig. 2   Shows key exchange with 
DH scheme
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base point is denoted as E_q(a, b). K=n_A*P_B is the secret 
key of Alice while Bob’s secret key is K=n_B*P_A. The 
result associated with the two computations must be same 
such as 𝐾 = 𝑛𝐴∗𝑃𝐵 = 𝑛𝐴∗(𝑛𝐵∗𝐺) =  𝑛𝐵∗(𝑛𝐴∗𝐺).

Figure 3 illustrates the fact that sharing secret key is made 
possible between two parties using ECDH. Both the parties 
are able to get same key such as K=(4,2). B= (2,4) is the base 
point used. The curve E is used to have y^2=x^3+x+6 over 
z_7. Alice and Bob α=4 and picks β=5 as their secret key 
respectively. One party computes P= αB=4(2,4)=(6,2) while 
the other party computes Q=βB=5(2,4)=(1,6) and they 

mutually exchange it to each other. K_A=αQ=4(1,6)=(4,2) 
and K_B=βP=5(6,2)=(4,2) are the computations involved 
with Alice and bob. Finally, they both will have a shared 
secret key such as (4,2) indicating successful key exchange. 
However, ECDH is found to be vulnerable to MITM attacks. 
Due to this SIDH is considered as candidate PQC scheme (as 
shown in “Supersingular-Isogeny Diffie-Hellman (SIDH)” 
section) and SIDH is combined with ECDH as the proposed 
PQC scheme (discussed in “Proposed Method” section).

As presented in Table 1, elliptic curve points are pro-
vided. Elliptic curves are widely used in cryptographic 

Fig. 3   EC-DH scheme for key 
exchange
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primitives. In this paper, ECDH is combined with SIDH for 
stronger security to meet the requirements of PQC.

IOT case study application

We integrated the proposed security scheme to an IoT 
application. The application is meant for sensing patients 
health data and perform big data analytics to know abnormal 
readings or inconsistencies. The integration of the security 
scheme is meant for ensuring end to end secure commu-
nications across the IoT use case. The application has a 
simulator to mimic IoT device which senses data and sends 
it to IoT platform. The communication process is achieved 
using MQTT protocol which is found to be lightweight and 
efficient. MQTT is widely used in distributed applications 
where lightweight messaging is desired. Two sensors are 

associated with the IoT device. They are known as Acceler-
ometer and Gyroscope. These sensors help in keeping track 
of patient’s movements. The application also makes use of 
a reliable protocol named TCP/IP. The historical data that is 
with IoT middleware is exported to cloud based database for 
big data analytics. The data analytics is meant for identifying 

Table 1   Shows elliptic curve 
points

Table 2   Procedure to connect Cloudant database

cloudantdata=sqlContext.read.format("com.cloudant.spark").\
option("cloudant.host", host).\
option("cloudant.username", username).\
option("cloudant.password", password).\
option("view","_design/IoTp/_view/by-date").\
option("jsonstore.rdd.partitions", 4).\
load(dbName)



	 Earth Science Informatics

1 3

anomalies in patient’s readings. The identified anomalies are 
visualized to help in making good decisions.

The piece of code in Table 2 helps in establishing con-
nection to Cloudant database. This database is meant for 
storing data generated by sensors through IoT device. The 
data comes from the device to IoT platform. The code has 
provision to limit number of requests per second due to the 
use of free software version. If the limit is not set, it results 
in an error once the threshold is exceeded.

Post quantum cryptography

As studied in (Craig et al., 2016) there is post quantum 
threats to security algorithms that rely on certain mathe-
matical complexity. Therefore, it is essential to have key 
sharing schemes that are quantum-resistant. Towards this 
end, a hybrid algorithm based on Supersingular-Isogeny 
Diffie-Hellman (SIDH) and ECDH. Before discussing the 
hybrid method, the following subsection gives information 
about SIDH.

Supersingular‑Isogeny Diffie‑Hellman (SIDH)

Luca De Feo and David Jao (David & De Feo, 2011) pro-
posed SIDH in 2011 and it is regarded as quantum resist-
ant DH (Diffie-Hellman) scheme that is based on elliptic 
curves. Instead of a single elliptic curve group, SIDH uses 
a set of elliptic curves that are “isogenous” in nature. The 
key sizes of SIDH are smaller than its PQC (Post Quantum 
Cryptography) counterparts such as the ones explored in 
(Jeffrey et al., 1998; Bernstein, 2006; Mike, 2015). Isogeny 
is a map of elliptic curves, denoted as phi: E_1 -> E_2, that 
send source curve identity to that of the target. Therefore, 
for every isogeny, there is dual isogeny with two isogenous 
curves. When an isogeny graph is considered, the edges are 
known as isogenies while the vertices are elliptic curves. 
Alice and Bob, instead of choosing secret multiplication by 
n, choose secret isogenies from isogenous curves and thus 
security is enhanced based on computational difficulty.

The starting curve is E_0 and points are P_A, Q_A, 
P_B, Q_B. These are set as system parameters. A kernel 
determines an isogeny uniquely. Alice needs secret scalars 
m_A and n_A, denoting a secret point such as [m_A]P_A 
+ [n_A]Q_A, in order to have a secret isogeny phi_A. It 
results in kernel subgroup <[m_A]P_A + [n_A]Q_A> in 
order to determine the secret isogeny. Afterwards, Alice, 
at the points P_B and Q_B, evaluates phi_A. Then Alice 
sends E_A, phi_A(P_B) and phi_A(Q_B) to Bob. And Bob 
sends Alice the same with A and B values swapped. Then 
Alice constructs isogeny phi'_A, using E_B, phi_B(P_A) 
and phi_B(Q_A), with kernel such as <[m_A] phi_B(P_A) 

+ [n_A] phi_B(Q_A)>. In the same fashion, Bob constructs 
an isogeny named phi'_B, using E_A, phi_A(P_B) and 
phi_A(Q_B), with kernel such as <[m_B] phi_A(P_B) + 
[n_B] phi_A(Q_B)>. Then there is mapping to curves such 
as phi'_A to E_AB and phi'_B to E_BA and both curves are 
isomorphic. The shared secret between them is j(E_AB) = 
j(E_BA) as elliptic curves are associated with j-invariant. 
More details on isogeny based cryptography are found in 
(Patarin, 1996; Weiqiang et al., 2019).

Proposed Method

PQC community has been striving to improve security 
schemes further. The existing PQC compatible schemes 
also do not enjoy consensus among PQC community. 
However, the discussions found in (Bos & Friedberger, 
2019) on PQC, there was recommendation to combine 
existing PQC schemes classical ones for further secu-
rity until very robust PQC emerges in the efforts. In this 
paper, ECDH and SIDH are combined to achieve a PQC 
compatible security scheme. With the empirical study, 
we observed that there is little extra overhead caused 
when ECDH and SIDH are combined on standard ellip-
tic curves. SIDH has its associated isogenous curves for 
p = 23723239 – 1. Curve like Ea/Fp2 : y2 = x3 + ax2 
+ x along with its #Ea = 2i · 3j result in formation of a 
quantum-secure SIDH variant. Considering Fp and its 
base field, it was observed that Fp and a are associated 
while Ea/Fp along with quadratic twist are found to be 
stronger besides being twist-secure (Bernstein, 2016). 
Thus the curve is considered similar to the one explored 
in (Bernstein, 2006). With respect to computations asso-
ciatedwith Montgomery’s ladder, (a + 2)/4 is the con-
stant which is part of the computation. With empirical 
study it is observed that it is possible to obtain small-
est absolute value linked to the constant such that #Ea 
and #E’a reflect a prime 4 times larger. Given an integer 
denoted as p containing a value as 624450, the resultant 
curve is as sown below.

With respect to Ma, Frobenius endomorphism’s tMa trace 
is as given below.

tMa=0x743FC8888E1D8916BAB6DD6500AD5265DF
E2E04882877C 26BA8CD28BE24D10D3E729B0BD07B-
C79699230B6BC69FEAC,

and the other form is #Maj = p + 1 + tMa = 4raj where 
primes of 749-bit are ra and raj. Both Ma and Maj along 

Ma∕Fp ∶ y2 = x3 + ax2 + x

#Ma = p + 1 − tMa = 4ra
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with Fp are somehow related a point’s x-coordinate. As 
mentioned earlier with respect to twist-secure compat-
ibility, Fp elements are considered to be valid public 
keys. Therefore, they are used to enhanced security of 
ECDH without considering point validation process. [0, 
ra) is a set of integers that are used as secret keys in 
ECDH. Then searching for α∈ N to be smallest such that 
(α + 1)ra – 1 and αra consisting of same bit length to be 
in tune with LADDER function of constant time. Prior 
to performing multiplications (scalar) with the help of 
LADDAR, it is important to parse secret keys into [3ra, 
4ra). Thus, when SIDH and ECDH are combined, there 
are benefits with respect to leveraging security. There is 
valid reason behind this as SIDH is bestowed with provi-
sions to compute x([m]P ) = LADDER(x(P ), m, a). At 
the same time, speed related overhead on the proposed 
scheme is found to be less. Moreover, the integration of 
two schemes results in relatively larger public keys lead-
ing to enhanced security strength.

Results & Discussion

This section presents experimental results. The IoT use case 
is implemented using PySpark as it could handle big data. 
The system implementation is based on the illustration pro-
vided in Fig. 1. IoT platform used is known as Watson IoT 
and Cloudant NoSQL is used for storing data. Watson Studio 
used in the proposed system is meant for pulling data from 
IoT middleware prior to performing data analytics. Cloud 
platform used in the study is from IBM. The protocol pre-
ferred for messaging is known as MQTT.

IoT integrated application pertaining to healthcare 
domain is used to evaluate our proposed scheme. The IoT 
application has sensors to capture health related informa-
tion from sensors. As the sensors keep producing data 
from time to time, it is stored in IoT middleware before 
it is used for data analytics. Application keeps track of 
patients’ activities linked to health. Thus the data acquired 
through this application plays vital role in rendering use-
ful insights that benefit patients. The data analytics also 
provide actionable information to healthcare professionals 
to enable them planning medical interventions personal-
ized. Therefore, the results provided in this section are 
related to healthcare application functionality and also our 
security scheme.

Result of data analytics reflecting anomalies visualized, 
as shown in Fig. 4, helps healthcare professionals to ascer-
tain abnormalities in patient’s condition. In the given time 
sequence, observations are made to know z-score dynamics 
that help in anomaly detection. The results show lower and 
upper bounds to know the spikes and their distribution over 
given time domain. The spikes indicate certain abnormalities 
in the patient data. Therefore, the visualization of outcome 
of data analytics has potential to understand abnormalities 
in the data acquired through IoT application. The data points 
plotted in the graph lying either below or upper threshold are 
abnormal in nature. The observations are also linked to time 
domain in order to understand when and what abnormalities 
are identified.

There are three sensors involved in the IoT application. 
Figure 5 shows the observations pertaining to each sensor. 
The three sensors are called as oa, ob and og respectively. 
The density plot for each sensor demonstrates the numeric 

Fig. 4   Result of data analytics 
reflecting anomalies visualized
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variable (sensed reading) in terms of its smooth distribution 
over a time period. The peak of the curve associated with 
each graph reflects the numeric data with maximum concen-
tration. It is observed that the smooth distribution of data 
points reflect concentration dynamics of numeric readings 
provided by respective sensors.

The experimental results, shown in Fig. 6, revealed that 
the time required for execution of each scheme against 
given workload varies. However, a common threat among 
all schemes is that the time required is increased as the 
workload increases. However, there is performance gain 
observed in case of the proposed scheme consistently among 
all workloads.

Total upload time is measured and presented in Fig. 7. 
Each scheme is evaluated with the measure under differ-
ent workloads. Two important observations are made in the 
results presented. The first observation is that, the workload 

Fig. 5   Shows density readings linked to the three sensors

Fig. 6   Execution time comparison among the security schemes 
against different workloads

Fig. 7   Upload time comparison of schemes against different work-
loads

Fig. 8   Download time comparison of schemes against different work-
loads
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has its impact on the total upload time while the second 
one is that the proposed scheme is more light weight and 
required relatively less time when compared with the state 
of the art. When the workload is 500, there is significant dif-
ference found among the performance of the schemes. There 
is minimum of 5% and maximum of around 66% increase in 
performance shown by the proposed scheme.

Total download time is measured and presented in 
Fig. 8. Each scheme is evaluated with the measure under 
different workloads. Two important observations are made 
in the results presented. The first observation is that, the 
workload has its impact on the total download time while 
the second one is that the proposed scheme is more light 
weight and required relatively less time when compared 
with the state of the art. When the workload is 500, there 
is significant difference found among the performance of 
the schemes. There is minimum of 9% and maximum of 
around 50% increase in performance shown by the pro-
posed system.

Security strength of schemes is provided in Fig. 9 in 
terms of key size versus equivalent number of bits. In the 
security analysis AES is the baseline considered whose 

security in terms of equivalent number of bits and the key 
length is same. This is the reason why AES is considered 
in this visualization unlike Figs. 7 and 8. With the obser-
vation considering equivalent number of bits, the proposed 
scheme shown better performance when compared with 
other schemes.

Table  3 shows comparison between the proposed 
scheme and existing SIDH scheme. The performance com-
parison results reveal that the proposed scheme security 
is enhanced to 384 bits from that of 192. It also reflects 
that the increased computation cost is less than 1.13x. At 
the same time, there is increase of public key size by less 
than 1.17x. Thus it is found that E-ECDH shows better 
performance over existing SIGH.

Conclusion

In this paper we proposed a scheme for IoT use case for 
lightweight and secure communications among connected 
devices. Our scheme, named E-ECDH (ECDH+SIDH), 
enhances security of IoT application significantly as it ena-
bles secure end-to-end communications. We considered a 
healthcare application, as an IoT case study, for evalua-
tion of E-ECDH. This scheme is designed to overcome the 
shortcomings of ECDH. E-ECDH is designed to safeguard 
communications in IoT integrated healthcare application. 
The healthcare IoT case study where big data analytics 
is involved is safeguarded with the help of the proposed 
scheme. The sensed data is stored in cloud platform. Our 
scheme is found lightweight and enable faster operations 
associated with E-ECDH. The enhanced ECDH with the 
help of SIDH combination has higher level of security. 
Since it is a hybrid for stronger security, it can be consid-
ered to be a PQC compatible scheme. However, it is still 
work in progress that needs further research. In our future 
work, we intend to apply our scheme to IoT use cases in 
other domains as well.

Fig. 9   Security strength comparison of schemes

Table 3   Performance 
comparison among PQC 
schemes

Parameters SIDH Scheme Proposed 
(SIDH+ECDH)

Equivalent bit security Traditional schemes 192 384
Quantum-Secure schemes 128 128

Public key size 564 658
(cc ×106) speed Alice shared key 44 50
(cc ×106) speed Alice key generation 46 52
(cc ×106) speed Bob shared key 50 57
(cc ×106) speed Bob key generation 52 58
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